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INTRODUCTION 


In  the  Export  Administration  Act  of  1979,  Congress  mandated  that  the 
Department  oi  Defense  prepare  and  maintain  a  Militarily  Critical  Technologies  List 
(MCTL)  and  further  indicated  that  this  List  should  become  the  basis  for  Defense  export 
control  procedures.  While  the  primary  emphasis  of  DoD  efforts  to  meet  its 
responsibilities  under  this  Act  has  been  on  the  development  of  the  MCTL,  DoD  has  also 
been  concerned  with  the  activities  required  to  incorporate  the  List,  as  it  is  formulated, 
into  export  control  processes  and  institutions.  These  activities  are  related  to  the 
following  objectives  for  implementing  the  Critical  Technologies  Approach  to  export 
control: 

-  Maintain,  update,  and  substantiate  the  MCTL 

-  Incorporate  the  MCTL  into  the  DoD  export  license  review  process 

-  Integrate  the  MCTL  into  U.S.  export  control  regulatory  mechanisms 

-  Prepare  Critical  Technology  proposals  and  negotiate  those  within  COCOM 


Betac  has  devoted  its  energies,  under  this  phase  of  its  Critical  Technologies  Project 
(MDA  903-78-C-0137),  to  assisting  DoD  in  specifying  the  actions  that  should  be  taken  to 
achieve  these  objectives.  This  Final  Report  presents  Betac's  assessment  of  and  resulting 
recommendations  for  this  implementation  process. 

In  an  earlier  report  Betac  concluded  that,  as  part  of  the  process  for  implementing  - 
the  critical  technologies  approach  for  export  control,  the  existing  system  for  processing 
export  license  applications  within  the  Department  of  Defense  needed  to  be  revised.—' '  A 
major  thrust  of  this  report  follows  up  on  this  conclusion  by  presenting  a  specific  option 

A  U  Rivard  H.  Van  Atta  and  David  L.  Gandle,  "Preliminary  Concept  for  Implementing  the 
V  Militarily  Critical  Technologies  List  (MCTL)  in  the  DoD  Export  Control  Process,"  Betac 
Corporation,  3uly  1980. 
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for  revising  this  system  and  by  assessing  the  documentation  and  the  information 
processing  requirements  necessary  to  implement  this  option.  The  adequacy  of  current 
procedures  and  statements  of  policy  in  the  area  of  export  control  are  assessed  and 
specific  suggestions  are  made  for  improving  the  definition  of  responsibilities  and  the 
specification  of  duties  that  are  required  to  have  a  fully  effective  export  control 
process.  This  report  also  addresses  the  need  for  improved  data  base  administration 
capabilities  to  facilitate  the  operation  of  a  revised  export  control  process. 

Currently  the  main  document  articulating  Defense  export  control  policy  is  the 
"Interim  DoD  Policy  Statement  on  Export  Control  of  United  States  Technology"  issued  by 
Secretary  Brown  on  August  26,  1977.  During  the  years  since  this  Statement  was  issued,  a 
number  ot  memoranda  and  other  documents  have  been  issued  to  implement  various 
aspects  of  the  policy.  However,  there  has  been  no  overall  implementing  documentation 
that  provides  a  coherent  and  uniform  statement  of  responsibilities  and  functions  for 
export  control.  Moreover,  the  enactment  of  the  Export  Administration  Act  of  1979,  as 
well  as  the  on-going  programs  within  DoD  regarding  export  control,  have  modified  and 
reoriented  son.e  aspects  of  the  policy  laid  out  in  the  Interim  DoD  Policy  Statement. 
Therefore,  we  have  concluded  that  a  new  DoD  Directive  on  Export  Control  is  now 
necessary  and  that  the  existing  Interim  Policy  Control  should  be  substantially  revised. 

This  Final  Report  on  implementing  the  Critical  Technologies  Approach  to  export 
controls  is  organized  into  four  chapters.  Chapter  I  presents  our  recommended  option  for 
revising  the  export  license  review  process.  Documentation  requirements  are  addressed  in 
Chapter  II;  a  ne-.  DoD  Export  Control  Directive  is  proposed  and  the  Interim  Policy 
Statement  is  assessed  as  a  basis  for  revision.  In  Chapter  III  a  program  is  recommended 
for  providing  data  base  capabilities  to  support  the  implementation  effort.  Lastly, 
Chapter  IV  discusses  t  ,e  steps  required  to  institutionalize  the  assessment  of  critical 
technologies  within  the  Department  of  Defense. 


CHAPTER  I 


RECOMMENDED  OPTION  FOR  REVISING  THE  DOD  EXPORT 
LICENSE  REVIEW  PROCESS 

1.1  Introduction 

As  part  of  its  overall  tasking  to  develop  a  program  for  implementing  the  Militarily 
Critical  Technologies  List  in  the  Defense  export  control  process,  Betac  developed  a 
number  of  options  for  improving  the  DoD  export  license  processing  system.-!/  These 
options  present  various  methods  for  distributing  export  control  responsibilities  within 
DoD  in  order  to  ensure  that  all  licenses  will  receive  adequate  assessment  for  national 
security  impact,  and  that  such  assessments  will  be  carried  out  within  the  time  limits 
established  by  the  Export  Administration  Act  of  1979.  The  imposition  of  time  limits  on 
the  assessment  process,  however,  creates  a  variety  of  problems  for  the  adequate 
assessment  of  license  applications  and  intensifies  the  need  for  a  restructuring  of  the 
license  review  process  to  include  only  those  activities  that  are  absolutely  essential  to  the 
protection  of  U.S.  national  security.  With  this  purpose  in  mind  we  developed  several 
options:  each  embodying  certain  advantages  and  disadvantages  over  the  others;  they 
were  not,  however,  intended  as  the  definitive  set  of  all  possible  methods  of  altering  the 
export  licensing  review  process.  They  were  intended,  rather,  to  serve  as  positions  from 
which  to  discuss  possible  changes  in  license  processing.  From  this  range  of  options, 
presented  herein  as  Options  A  through  D,  a  final  option,  shown  as  Option  E,  was 
developed  based  on  a  review  with  export  control  officials  in  DoD  of  the  set  of  original 
options.  Option  E  has  become  the  basis  for  revising  the  export  license  review  process 
within  DoD. 

\J  Richard  H.  Van  Atta  and  David  L.  Gandle,  "Preliminary  Concept 
for  Implementing  the  Militarily  Critical  Technologies  List  (MC.TL) 
in  the  DoD  Export  Control  Process",  Betac  Corporation,  Huly  1980. 
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1.2  General  Concerns 


Five  alternative  options  for  Don  export  license  application  processing  are 
discussed  below.  The  distinguishing  characteristic  of  each  one  is  the  differing  locus  of 
responsibility  for  day-to-day  export  license  case  processing.  Option  A  illustrates  the 
present  licensing  system,  with  responsibility  for  processing  activities  centered  in  the 
Deputy  Director  for  Export  Control,  a  new  position  proposed  to  formalize  the  duties 
presently  carried  out  by  Captain  Howar  within  the  Office  of  Technology  Trade.  Option  B 
is  a  processing  system  in  which  operations  are  centered  in  a  Joint  Defense  Export 
Control  Group  (JDECG),  made  up  of  representatives  of  the  services  and  concerned 
agencies  within  DoD.  Option  C  is  similar  to  Option  B,  but  with  changes  made  to 
eliminate  possible  duplications  of  effort,  and  with  a  balanced  review  role  for  both  the 
Services  and  IP&T.  Option  D  is  an  attempt  at  streamlining  the  system  by  having  a  "Lead 
Service"  in  charge  of  specific  technology  areas.  Option  E  is  a  recommended  composite 
of  the  other  options,  based  on  discussions  with  OSD  export  control  officials. 

A  fundamental  question  common  to  all  of  the  options  is  that  of  manpower 
resources.  We  have  structured  the  various  choices  with  a  presumption  that  the  changes 
called  for  will  take  place  within  existing  manpower  limitations.  Individuals  needed  for 
participation  in  the  3DECG  which  is  proposed  in  Options  B  and  C  below,  or  other  new 
activities,  can  be  drawn  from  existing  export  control  billets,  if  necessary.  This  is  not  to 
say  that  additional  manpower  resources  could  not  be  usefully  applied.  Case  processing 
time  would  be  positively  effected  by  the  addition  of  new  manpower  resources  in  any  or 
all  of  the  options.  Additional  manpower  would  be  especially  important  in  Option  A,  i.e., 
the  continuation  of  the  present  system.  It  is  our  belief  that  only  if  additional  manpower 
resources  are  added  at  the  IPicT  Export  Control  Office  level  can  the  present  system 


remain  viable.  Such  additional  manpower  resources  could  maintain  a  stronger  liaison 
with  the  Services  and  would  reduce  the  need  for  the  Services  to  take  the  lead  in  day-to- 
day  license  processing  functions.  However,  as  it  is  not  likelv  that  additional  manpower 
will  be  available  for  the  processing  of  export  license  applications,  we  have  focused  on 
what  can  be  done  within  existing  personnel  levels. 

A  question  which  is  relevant  to  all  of  the  processing  options  presented  here,  but 
which  has  not  been  addressed  in  this  assessment,  is  the  relationship  between  the  license 
applicant  and  licensing  officials.  This  relationship  has  both  a  feedback  and  a  lobbying 
aspect  to  it.  This  relationship,  although  informal  in  nature,  forms  a  significant  part  of 
the  license  review  process.  While  we  do  not  depict  this  relationship  in  the  option 
diagrams  presented  below,  we  recognize  that  it  might  be  useful  in  the  future  to  develop  a 
formal  structure  for  integrating  this  activity  into  the  licensing  process.  As  noted  by 
officials  within  the  government,  the  efforts  of  industry  to  monitor  cases  within  the 
export  license  review  process  are  often  carried  out  at  very  high  levels  within  HoD  and 
DoC,  quite  removed  from  those  who  are  knowledgeable  of  the  status  of  the  application. 
The  establishment  of  formal  procedures  for  feedback  to  industry  may  help  alleviate  this 
problem.  This  is  a  question  that  should  be  addressed  in  detail  in  the  near  future. 

A  consideration  common  to  all  of  +he  options,  except  for  Option  A,  is  the 
structure  of  support  activities  necessary  to  maintain  communication  between  the  new 
organizational  entities  and  the  rest  of  the  processing  system.  These  are  questions  for 
which  pragramatic  solutions  can  be  determined  after  deciding  upon  the  broader 
organizational  options.  Thus  we  have  not  addressed  these  questions  in  this  chapter;  we 
do  treat  certain  aspects  of  communications  among  the  various  organizations  in 
subsequent  chapters. 
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OPTION  A 


Option  A,  illustrated  in  Figure  1-1,  is  basically  the  system  presently  in  use  for 
DoF)  export  license  application  processing.  This  system  is  centered  on  the  position  of  the 
Deputy  Director  for  Export  Control  in  IP&T.  Incoming  cases  are  received  by  him  and 
then  sent  out  at  his  discretion  to  the  Services  (or  other  parties  such  as  OSDR.E(P&AT)) 
for  evaluation.  The  results  of  these  evaluations  are  returned  hv  the  Services  or  other 
reviewing  parties  to  the  Deputy  Director  .vho  then  formulates  a  DoD  position  based  on 
these  inputs.  This  decision  is  then  sent  to  the  Commerce  Department  as  the  official  DoD 
opinion  on  the  case;  should  the  case  be  subject  to  specialized  treatment  or  to  inter¬ 
agency  disagreement,  this  decision  will  form  the  basis  for  DoD  representations  in  the 
Operating  Committee. 


Advantages: 


Centralized  supervision  in  OSD/IP&T  allows  easy  contact  with  Commerce, 
State  and  other  concerned  agencies. 

Deputy  Director,  in  "cut-and-dried"  cases,  can  make  decision  on  case 
without  having  to  involve  the  Services  or  other  levels  of  DoD. 

Processing  time  for  case  after  technical  evaluation  is  completed  may  be 
shortened  as  Deputy  Director  can  directly  formulate  a  DoD  position  on 
license  application. 

—  Deputy  Director  gets  technical  information  first  hand;  knows  who  to  contact 
for  any  follow-up  information. 

—  Option  A  is  basically  a  continuation  of  the  present  system  and  would  not 
require  a  readjustment  in  the  processing  structure. 

Disadvantages: 

Deputy  Director  chooses  Services  to  which  specific  cases  will  be  sent;  some 
Services  may  not  receive  cases,  and  thus  review  may- be  insufficient. 

_  Deputy  Director  sometimes  may  deal  directly  with  a  single  technical 

evaluator  in  a  given  Service  and  thus  bypass  the  Service's  export  control 
office. 
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The  heavy  workload  placed  on  the  Deputy  Director  and  his  immediate  staff 
by  this  centralized  processing  of  cases  may  not  permit  proper  assessment  of 
cases  in  the  time  constraints  imposed  by  the  Export  Administration  Act  of 
1979. 

Services  unsure  if  adequate  use  is  made  cf  their  assessments  after  they  are 
sent  to  OSD/IP&T. 

As  can  be  seen  from  the  above  listed  disadvantages,  concern  is  centered  on  the 
inability  of  the  Services,  under  Option  A,  to  review  all  incoming  applications  or  to  choose 
those  they  want  to  evaluate.  At  the  same  time,  the  funneling  of  all  cases  through  the 
Deputy  Director  results  in  an  overload  on  his  office  that  slows  down  case  processing  and 
makes  it  difficult  for  him  to  engage  in  other  activities  necessary  to  the  effective 
operation  of  the  system.  What  is  desired  is  a  system  that  can  meet  the  designated  time 
constraints  while  guaranteeing  a  thorough  analysis  of  the  national  security  impact  of  a 
given  export.  The  general  opinion  which  we  perceived  in  our  series  of  interviews  with 
DoD  export  control  personnel  was  that,  under  Option  A,  the  former  needs  tend  to  be 
given  precedence  over  the  latter.  This  is  not  surprising,  in  that  the  time  constraints  are 
more  tangible  requirements  than  the  degree  of  assessment  necessary  for  "adequate" 
review. 


OF  :'ION  B 


Option  B,  shown  in  Figure  1-2,  presents  a  system  in  which  the  Services  have  the 
primary  role  for  day-to-day  case  processing.  Representatives  of  the  Services  and  other 
concerned  DoD  agencies  meet  as  the  Joint  Defense  Export  Control  Group  (JDECG)  to 
review  incoming  license  applications  from  Commerce  or  State  and  decide  whether  their 
respective  agencies  or  Services  will  conduct  detailed  technical  assessments  of  the 
application.  After  the  opinions  of  all  of  the  agencies/Services  have  been  determined,  a 
joint  position  will  be  formulated  by  the  JDECG  representatives  and  presented  to  the 
IP&T  Export  Control  Deputy  Director  (DD),  who  will  sign  off  on  the  decision  and  forward 
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it  to  Commerce.  If,  however,  a  consensus  cannot  be  reached  in  the  3DECG,  the  IP&T 
Deputy  Director  will  arbitrate  the  dispute  in  an  effort  to  find  an  agreeable  position.  If  a 
consensus  still  cannot  be  reached,  the  IP&T  Deputy  Director  formulates  a  final  DoD 
position  based  on  the  material  produced  by  the  3DECG  members  and  sends  it  to 
Commerce  as  the  DoD  response  to  the  application. 

Advantages: 

Deputy  Director  freed  from  heavy  case  load  and  day-to-day  export  license 
processing;  can  devote  time  to  management,  evaluation,  policy  &  precedent 
setting  cases,  inter-agency  issues. 

Services  allowed  to  see  all  export  license  applications  coming  into  DoD  from 
Commerce  and  to  choose  those  which  they  want  to  review M 

3DECG  representatives  monitor  and  direct  the  assessment  of  cases  within 
their  respective  Services  to  make  sure  items  are  thoroughly  analyzed  within 
the  established  time  constraints.  If  more  time  is  needed,  they  must  present 
reasons  to  the  3DEC.G. 

Disadvantages: 

3DECG  formulation  of  joint  position  on  an  application'  after  technical 
evaluation  may  be  an  unnecessary  step.  If  3DEC.G  representatives  are  in 
agreement,  case  can  be  passed  directly  from  Services  to  Deputy  Director's 
office.  If  they  are  not  in  agreement,  PD  would  call  them  together  anyway. 

Administration/management  responsibility  is  diffused. 

Being  removed  from  routine  case  processing,  the  Deputy  Director,  in  Option  B,  is 
able  to  concern  himself  with  supervisory  matters  to  a  greater  degree,  and  to  troubleshoot 
problem  areas  in  the  export  control  system.  The  problems  with  this  option  lie  in  the  lack 
of  definition  of  the  operating  mechanisms  for  administering  reviews  through  a  "hybrid” 
committee,  and  the  belief  that  the  use  of  the  3DECG  to  devise  a  joint  Services  position 
on  a  license  application  after  technical  evaluations  are  completed  is  unnecessary  and  can 
just  as  easily  be  done  by  the  Deputy  Director.  Another  issue  is  the  problem  of  the  final 

2 J  The  details  of  administration  of  this  approach  have  not  been 
worked  out. 
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disposition  by  OSD  of  1DECG  export  license  recommendations,  even  if  they  are 
consensus  recommendations.  ODUSDR&E(IP&T)  reserves  the  right  to  veto  anv  JDECG 
recommendation,  even  a  unanimous  one,  if  they  do  not  agree  with  the  Services’  position, 
allowing  the  Services  to  reclama,  if  they  so  desire  (See  Option  C,  below). 

OPTION  C 

For  this  option  (see  Figure  !-3),  as  for  Option  B,  the  Services  and  concerned  DoD 
agencies  meeting  as  the  Joint  Defense  Export  Control  Group  (JDECG)  receive  export 
license  applications  from  the  Department  of  Commerce,  after  which  the  applications  are 
passed  on  by  the  group  members  to  their  respective  Services/agencies  for  evaluation,  if 
oesired.  The  results  of  these  analyses,  including  recommendations  for  approval  or 
rejection  of  the  application  are  passed. on  to  the  IP&T  Deputy  Director  who  formulates  a 
DoD  position  based  upon  the  technical  evaluations  of  the  3DECG  representatives' 
organizations.  If  there  is  agreement  among  the  evaluating  agencies,  then  the  IP&T 
Deputy  Director  formalizes  the  decision  and  passes  it  on  to  the  Commerce  Department. 
If  there  is  disagreement,  however,  the  IP&T  Deputy  Director,  as  in  Option  B,  calls  in  the 
3DECG  representatives  and  technical  evaluators  in  an  attempt  to  reach  a  consensus.  If 
no  consensus  can  be  reached,  the  Deputy  Director  formulates  a  DoD  position  on  the 
application.  Unlike  Option  B,  however,  the  Services  have  a  "Right  of  Reclama"  over  this 
position.  Only  after  the  Services  and  the  Deputy  Director  have  worked  out  their 
differences,  keeping  in  mind  the  statutory  time  limits  for  export  license  processing,  is  an 
official  DoD  position  finalized  and  sent  to  the  Commerce  Department. 

Advantages: 

—  No  unnecessary  JDECG  meetings  after  technical  evaluation  of  cases. 

—  In  the  event  of  lack  of  consensus  among  Services  over  disposition  of  a 

specific  export  license  application,  the  DoD  decision  formulated  by  the  DD 
will  be  reviewed  by  the  Services  and  subject  to  a  right  of  "reclama"  by  them 
before  the  decision  is  sent  to  the  Commerce  Department. 


—  Other  advantages  same  as  Option  "B". 

Disadvantages: 

Allowance  for  Service  review  of  DD  decision  and  "reclama"  procedure  before 
case  is  returned  to  Commerce  may  create  major  time  delays  in  controversial 
cases. 

As  noted  above,  the  time  element  is  the  center  of  difficulties  f  r  this  approach. 
If  this  approach  were  to  be  pursued  further,  a  determination  should  be  made  as  to  the 
amount  of  time  that  Service  review  and  reclama  might  take.  Given  provisions  of  the  new 
Export  Administration  Regulations  promulgated  by  the  Commerce  Department  in  iluly, 
these  functions  could  -jose  a  stumbling  block  to  the  protection  of  U.S.  national  security 
since  they  might  act  as  a  detriment  to  the  meeting  of  processing  time  limits  and  thus 
force  hasty  technical  assessments. 

OPTION  D 


This  option,  shown  in  Figure  1-4,  represents  a  somewhat  different  approach  from 
that  of  the  other  options  thus  far  presented.  This  approach  would  move  the  greater  part 
of  DoD  export  control  functions  down  to  the  Service  level,  but  would  not  use  a  joint 
Service  group  as  the  central  point  for  license  processing.  Instead,  the  Commerce  and 
State  Departments  would  receive  a  list  of  the  lead  Services  for  specific  types  of  cases, 
(e.g.,  computers,  electronics,  etc.)  and  license  applications  would  be  forwarded  to  the 
lead  Service  for  the  item  to  be  assessed.  At  the  same  time,  the  other  Services  would  be 
informed  that  the  lead  Service  for  this  case  had  received  the  application;  these  other 
Services  could  then  ask  for  copies  of  the  application  package  in  order  to  conduct  their 
own  review  if  they  so  desired.  After  evaluation  of  the  application,  the  lead  Service 
would  either  send  the  application  directly  back  to  Commerce,  if  .none  of  the  other 
Services  had  evaluated  the  application,  or,  if  there  were  multiple  Service  opinions,  the 
lead  Service  would  attempt  to  resolve  any  differences.  If  unreconciled  differences  still 
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existed,  the  lead  Service  would  forward  the  case  to  ODUSDR&E0P&T).  Should  the  case 
be  forwarded  to  ODUSDR&EflP&T),  the  same  procedures  would  be  followed  as  in  Option 
C,  although  the  reclama  procedure  outlined  in  Option  C  is  not  included  here.  Any 
reclama  procedure  in  this  approach  would  be  carried  out  after  the  case  had  been  returned 
to  Commerce  or  State.  The  Services,  specifically  the  Navy,  claim  that  the  reclama 
procedure  is  ineffective  if  the  case  has  already  been  returned  to  Commerce  or  State 
before  a  reclama  process  can  be  completed.  Adding  a  reclama  process  to  this  option 
prior  to  sending  the  application  back  to  the  referring  agency  once  again  would  bring  up 
the  question  of  time  constraints.  The  following  is  a  list  of  specific  advantages  and 
disadvantages  of  Option  D: 


Advantages: 

Elimination  of  "middleman"  groups  and  positions  between  Commerce  and 
Service  technical  evaluators  should  speed  up  processing  of  cases. 

As  in  Options  B  &  C,  would  free  Deputy  Director  from  heavy  case  load  and 
day-to-day  export  license  processing. 

Disadvantages: 

Commerce  may  send  cases  to  technical  evaluators  noted  for  their  "leniency" 
with  certain  items.  ^ 

—  Lead  Service's  opinion  may  be  taken  and  used  as  basis  for  licensing  decisions 
before  the  opinions  of  "other  interested  Services"  are  ready. 

—  Right  of  reclama  to  be  exercised  only  after  case  decision  has  been  passed 
back  to  Commerce. 

—  Idea  of  lead  Service  reconciling  position  with  other  Services  may  be 
unnecessary  step  similiar  to  3DECG  post-evaluation  meeting  described  in 
Option  "B".  Case  could  be  passed  directly  by  Services  to  DD  if  there  is  no 
disagreement;  if  disagreement  exists,  could  be  settled  by  DD  meeting  with 
Service  reps. 


In  theory,  at  least,  the  elimination  of  any  "middleman"  position  should  result  in 
the  saving  of  a  considerable  amount  of  processing  time.  A  problem  arises,  however,  with 
the  proposition  to  send  the  application  to  the  lead  Service  while  informing  the  other 
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Services  that  such  an  application  has  been  sent  to  the  lead  Service  and  asking  if  they  also 
want  to  review,  it.  Unless  a  full  application  with  complete  accompanying  documentation 
is  sent  to  the  other  Services,  they  may  not  be  able  to  accurately  determine  if  they  want 
to  (or  need  to)  review  it.  Thus,  rather  than  just  inform  the  other  Services  of  the 
application,  it  might  be  necessary  to  send  copies  of  the  entire  package  to  all  the  Services 
(which  would  essentially  counter  the  notion  of  a  lead  Service). 

Option  D,  at  first  glance,  resembles  proposals  by  the  GAO,  among  others,  to 
remove  the  DoD  from  any  role  in  the  export  control  process  other  than  that  of  making 
technical  assessments.  The  post-technical  assessment  phase  of  Option  D,  where  Service 
differences  exist,  however,  brings  ODUSDR&E(IP&T)  as  an  equal  partner  into  the 
process.  As  noted  above,  this  may  complicate  the  time-saving  aspect  by  the  need  for  a 

Seryiee  right  of  reclama.  This  option  would  aopear  to  be  advantageous  then  only  if  the 

/ 

ylead"  Service  tended  to  be  the  only  Service  interested  in  reviewing  a  specific  assigned 
license  application.  The  need  of  the  lead  Service,  according  to  the  given  format,  to 
reconcile  its  opinion  with  those  of  the  other  Services  if  any  of  these  Services  have  also 
reviewed  the  case  and  disagree  with  the  lead  Service's  assessment  result  in  an  activity 
identical  to  that  of  the  post-assessment  use  of  the  JDECG  in  Option  B.  As  noted  in 
Option  C,  this  may  be  an  unnecessary  activity  and  could  just  as  easily  be  carried  out  by 
the  IP3cT  Deputy  Director.  The  cases  could  be  sent  directly  to  the  Deputy  Director  from 
the  Services,  and  he  could  arbitrate  any  differences  among  them  himself. 

OPTION  E 

This  option,  shown  in  Figure  1-5,  is  a  composite  of  the  other  alternatives,  based  on 
discussions  with  OSD  export  control  officials  concerning  the  advantages  and 
disadvantages  of  Options  A  through  D.  Incoming  cases  from  Commerce  or  State  initially 
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OPTION  E:  RECOMMENDED  REVISED  DOD  EXPOR 


DED  REVISED  DOD  EXPORT  LICENSE  REVIEW  PROCESS 


SERVICES  CHOOSE 
CASES  WHICH  THEY 
WANT  TO  REVIEW 


OOUSORSE  (IPST) 
OFFICE  OF  EXPORT 
CONTROL  SENDS 
CASES  TO  REQUESTING 
SERVICE S  OTHERS  _ 


F  NOT  REQUESTED 
R  ASSESSMENT  BY 
RVICE(S).  CASE  IS 
VIEWED  BY  OOUSORSE 
IPST)  WITH  OTHER 
00  SUPPORT  AS  NEEOEO 


AIR  FORCE 


I  DRSE  EVALUATORS 


*  OTHER  DEFENSE 
AGENCIES - 


APPLICATION 
WITH  000 
LICENSING 
DECISION 
RETURNED  TO 
COMMERCE 


RESULTS  RETURNED 
TO  IPST  OFFICE  OF}- 
EXPORT  CONTROL  I 


IPST  EXPORT 
CONTROL  OFFICE 
DEPUTY  DIRECTOR 
FORMULATES 
INITIAL  DOD 
POSITION _ _ 


DECISION  SENT 
TO  INITIAL 
EVALUATORS 
FOR  REVIEW. 
DISSENTERS  MAY 
EXERCISE  RIGHT 
OF  RECLAHA** 


FINAL  DOD 

POSITION 

REACHED 


.  COCOM 
CASES 


APPLICATION 
WITH  DOO 
LICENSING 
DECISION 
RETURNED  TO 
STATE _ 


ONGOING  INTERACTION  WITH  APPLICANTS* 


FORMAL  STRUCTURE  FOR  THIS 
INTERACTION  TO  BE  DEVELOPED 

*  DETAILEO  RECLAHA  PROCEDURES 
TO  BE  DEVELOPED 
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would  be  reviewed  in  IP&T,  which  would  then  inform  the  Services  and  other  reviewing 
agencies  of  the  case,  after  which  the  Service  would  decide  whether  or  not  it  desires  to 
perform  a  full  technical  assessment.  If  so  requested  by  a  Service  the  entire  package  of 
information  concerning  the  case  would  be  sent  to  that  Service,  whose  technical 
evaluators  would  review  the  case.  The  Service  would  then  develop  and  submit  its 
recommendations  to  the  IP&T  Office  of  Export  Control.  The  Export  Control  Office 
Deputy  Director  would  formulate  an  initial  DoD  position  on  the  case;  this  initial  position 
would  be  sent  to  the  Services  for  review  where,  if  there  is  disagreement  with  the  IP&t 
position,  the  Services  could  exercise  a  right  of  reclama  concerning  the  case.  Keeping  in 
mind  the  statutory  time  limits  for  processing,  a  decision  would  be  reached  within  DoD 
(although  conceivably  it  could  have  been  carried  as  high  as  the  SECDEF  level  before  it 
was  finally  decided)  and  the  case  then  sent  off  to  State  or  Commerce  as  appropriate. 

This  option  maintains  the  distribution  of  cases  to  the  Services  as  proposed  in 
Options  B  and  C,  but  does  not  utilize  a  coordinating  group,  such  as  the  JDECG,  to 
develop  an  overall  Service  position.  There  was  basic  agreement  within  DoD  that  the 
creation  of  any  additional  bureaucratic  entities  within  the  export  licensing  process  should 
be  avoided.  It  would  appear  that  Option  E  can  satisfy  most  of  the  Service  requirements 
for  access  to  cases,  while  not  further  encumbering  the  organization.  However,  as  is 
discussed  in  Chapter  III,  this  option  poses  immediate  requirements  for  aa  export  control 
data  base  to  manage  case  processing. 

Advantages: 

Minimizes  organizational/bureaucratic  changes. 

Maintains  centralized  OSD  management  of  process. 

Allows  Services  opportunity  to  select  from  all  incoming  cases  those  of 

interest  for  review. 

—  Maintains  single  (OSD)  focus  for  DoD  interface  with  other  agencies. 


Disadvantages: 


Requires  increased  management  information  and  coordination  capabilities  to 
effectively  monitor  process. 

1.3  Conclusion 

Of  the  five  options  presented  here,  Option  E  most  closely  meets  the  needs  of  all 
concerned  parties  while  fulfilling  the  primary  goals  of  adequate  assessment  within  the 
time  constraints  established  by  the  EAA  of  1979.  It  represents  a  workable  distillation  of 
the  other  options,  and  can  be  specified  in  further  detail  to  operate  on  a  test  basis.  This 
specification  would  include  such  subjects  as  scheduling,  distribution  of  information, 
interaction  with  applicants,  and  reclama  procedures.  The  next  two  chapters  address  the 
process  of  implementing  Option  E:  Chapter  II  discusses  the  type  of  documentation  DoD 
requires  to  implement  this  option;  Chapter  III  treats  pertinent  data  system  requirements. 


CHAPTER  H 


RECOMMENDED  CHANGES  TO  DOD  DOCUMENTATION  FOR 
IMPLEMENTING  EXPORT  CONTROLS 


2. 1  Introduction 


Our  review  of  existing  guidelines  for  implementing  export  controls  in  the 
Department  of  Defense  indicates  the  present  documentation  is  inadequate.  In  this 
Chapter  we  analyze  this  documentation,  propose  a  new  DoD  Directive  for  export  control, 
and  recommend  that  DoD  issue  a  Secretary  of  Defense  Policy  Statement  on  Export 
Control  to  replace  the  Interim  Policy  Statement.  The  three  DoD  documents  most 
pertinent  to  export  control  are: 

(1)  Department  of  Defense  Directive  No.  2030.4  on  Don  Support  for  the 
Strategic  Trade  Control  Program,  December  11,  1962. 

(2)  Department  of  Defense  Directive  No.  5030.28  on  Munitions  Control 
Procedures  for  U.S.  Munitions  List  Export  License  Applications  Referred  tc 
DoD  by  Department  of  State,  March  10,  1970. 

(3)  Interim  DoD  Policy  Statement  on  Export  Control  of  United  States 
Technology,  August  26,  1977. 

These  documents,  appended  as  references  to  this  chapter,  require  extensive  revision  and 
updating  to  provide  the  necessary  basis  for  DoD  export  control. 

The  first  document  listed  above  presents  DoD  responsibilities  for  Strategic  Trade 
controls.  This  Directive  is  cut  of  date,  referring  both  to  legislation  that  has  long  since 
been  superseded  and  to  internal  organizational  responsibilities  that  have  been  radically 
altered.  It  is  our  recommendation  that  this  Directive  be  cancelled  and  replaced  by  a 
Directive  that  reflects  current  legislation,  organizational  responsibilities,  and  policies. 
In  this  chapter  we  present  a  recommended  draft  for  replacing  this  Directive.  Moreover, 
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the  Munitions  List  Directive,  the  second  document  listed,  while  not  outmoded  to  the 
same  degree  as  that  for  Strategic  Trade,  still  requires  updating.  The  recommended 
Directive  presented  in  this  chapter  combines  the  Munitions  and  Strategic  Trade  export 
control  directives  into  a  unified  statement,  not  only  updating  the  separate  documents, 
but  also  integrating  these  two  related  aspects  of  export  control. 

The  third  document  li-.ted  is  the  "Interim  DoD  Policy  Statement  on  Export  Control 
of  United  States  Technology"  issued  on  August  26,  1977  by  Secretary  of  Defense  Brown. 
This  document  presented  a  set  of  guidelines  for  carrying  out  DoD  i  esponsibilities  within 
the  U.S.  export  control  system.  These  guidelines  were  largely  based  upon  the 
recommendations  of  the  Defense  Science  Board  Task  Force  on  U.S.  Export  Policy  which 
called  for  the  focus  of  national  security  export  control  concerns  to  be  placed  on  "critical 
technologies."^/  The  Interim  Policy  Statement  was  especially  concerned  with  actions  to 
bring  about  the  implementation  of  the  Critical  Technologies  Approach  (CTA). 

Since  the  Interim  Policy  Statement  was  issued  there  has  been  considerable 
progress  made  in  developing  the  CTA,  and  some  significant  international  developments 
have  transpired  which  directly  impact  on  U.S.  export  control  policy.  Therefore,  this 
chapter  reviews  the  actions  called  for  by  the  Interim  Policy  Statement,  analyzes  the 
degree  to  which  they  have  been  successfully  carried  out,  and  assesses  how  the 
requirements  they  were  to  fulfill  may  have  changed  over  time,  particularly  with  regard 
to  functioning  of  the  export  license  review  process  discussed  in  the  preceding  chapter.  A 
determination  is  made  of  the  continuing  applicability  of  some  sections  contained  in  the 
Interim  Policy  Statement  and  of  the  need  for  provisions  to  cover  new  policy  problems. 

\j  A  "Critical  Technology"  was  defined  in  the  Interim  Policy  Statement  as  a  technology 
whose  acquisition  by  a  potential  adversary  could  make  a  "significant  contribution, 
which  could  prove  detrimental  to  the  national  security  of  the  United  States,  to  the 
military  potential  of  such  country." 


These  results  are  then  used  as  a  bas'rs  for  recommending  a  new  DoD  Poli-'y  Statement  on 
Export  Control. 

2.2  DoD  Export  Control  Directives 

Based  on  a  review  and  assessment  of  existing  DoD  export  control  documentation, 
we  have  concluded  that  a  new  Directive  for  DoD  export  control  responsibilities  is 
required.  This  determination  was  based  on  the  age  of  the  existing  export  control 
directives  and  their  resulting  failure  to  address  many  of  the  most  urgent  concerns  of  the 
present  DoD  export  control  system.  These  concerns  include: 

The  need  for  continued  development  and  implementation  of  the  critical 
technologies  approach  to  export  controls  within  the  DoD  Export  Control 
System. 

The  need  for  greater  efficiency  in  DoD  export  license  application  processing 
in  order  to  provide  thorough  license  application  assessments  within 
legislatively  mandated  time  limits. 

The  need  to  better  define  and  formalize  relationships  between 
ODUSDR&E(IP&T),  the  Services,  and  other  DoD  components  involved  with 
export  control  matters  in  order  to  maintain  better  communications  and 
maximum  use  of  available  resources. 

Since  the  issuance  of  SECDEF  Brown's  "Interim  DoD  Policy  Statement  on  Export 
Control  of  United  States  Technology"  in  August  1977,  DoD's  strategic  trade  initiatives 
have  been  focused  on  the  development  of  the  critical  technologies  approach  to  export 
control.  The  promulgation  of  the  proposed  DoD  Export  Control  Directive  presented  here 
would  be  a  significant  step  in  the  further  institutionalization  of  this  approach.  Unlike 
the  present  Strategic  Trade  Directive,  this  new  directive  specifies  the  responsibilities 
and  duties  of  the  DoD  components  involved  in  export  control  and  tasks  them  to  make  use 
of  critical  technologies  materials  in  carrying  out  their  duties.  It  also  directs  the  Services 
and  other  DoD  components  to  provide  technical  expertise  for  the  continued  development 
and  updating  of  the  Militarily  Critical  Technologies  List  thereby  formalizing  their 
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participation  in  Critical  Technologies  implementation.  Further  steps  toward  this 
objective  of  a  more  formal  process  within  DoD  for  assessing  critical  technologies  are 
discussed  in  Chapter  IV. 

The  Export  Administration  Act  of  1979  included  mandatory  time  limits  within 
which  export  licenses  applications  had  to  be  processed  through  the  multi-agency  U.S. 
export  control  system.  These  time  limits  have  resulted  in  a  need  to  move  applications 
quickly  through  the  DoD  export  control  .license  processing  structure:  this  need  for 
speedier  processing  in  turn  has  raised  concerns  that  case  reviews  may  not  be  sufficiently 
thorough  to  ensure  the  protection  of  U.S.  national  security.  In  Chapter  I,  we  presented 
as  Option  E  our  recommendations  for  revamping  the  DoD  export  license  processing 
system  to  deal  with  these  dual  concerns  regarding  time  and  effectiveness.  This  proposed 
directive  is  worded  to  put  into  effect  the  changes  in  DoD  export  license  processing 
presented  in  Option  E  which  include  time  limits  on  case  processing,  formalization  of 
contact  positions  for  export  control  in  the  Services  and  other  concerned  DoD 
components,  reclama  procedures,  and  strengthened  and  formalized  communications/ 
feedback  channels  between  OSD  and  the  Services. 

In  the  proposed  directive  which  follows,  we  have  combined  the  substance  of  the 
two  directives  on  Strategic  Trade  and  U.S.  Munitions  List  items  into  q.  single  revised 
document  covering  both  the  dual-use  and  arms  sales  aspects  of  DoD  export  control 
responsibilities.  We  believe  that  the  amalgamation  of  these  two  directives  is  an 
appropriate  step,  given  their  common  purposes  and  goals.  It  is  important  to  note  that 
DoD  directives  are  general  statements  of  poli  :y  and  responsibilities.  It  can  be  expected 
that  additional  DoD  instructions  or  memoranda  may  be  needed  in  order  to  delineate  in 
greater  detail  the  exact  methods  by  which  the  duties  and  tasks  outlined  in  this  DoD 
Directive  will  be  carried  out. 
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The  documents  listed  as  references  in  the  proposed  DoD  directive  are  included  in 
this  report  as  Appendices  A  through  3.  Among  them  are  the  two  current  directives 
(Appendices  H  and  I),  presented  for  purposes  of  comparison  and  contrast  with  their 
proposed  replacement. 
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Proposed  DoD  Export  Control  Directive 


SUBJECT: 


Processing  and  Evaluation  of  Dual-Use  and  Munitions  List  Export 
License  Applications  through  DoD 


REFERENCES: 


(a)  Export  Administration  Act  of  1979 

(b)  SecDef  Interim  Policy  Statement  on  Export  Control  of  U.S. 
Technology,  dated  August  26,  1977 

(c)  Executive  Order  12002  (42  CFR  35623),  July  7,  1977 

(d)  Arms  Export  Control  Act  of  1976,  As  Amended 

(e)  Executive  Order  11958  (42  CFR  4311,  44  CFR  7939,  44  FR 
56673)  January  18,  1977 

(f)  International  Traffic  in  Arms  Regulations  (ITAR),  (Revised 
Version,  to  be  effective  in  1981)  (22  CFR  Parts  121-130) 

(g)  National  Policy  and  Procedures  for  the  Disclosure  of  Classified 
Military  Information  to  Foreign  Nationals  and  International 
Organizations  (National  Disclosure  Policy,  NDP-l/ll 

(h)  DoD  Directive  2030.4,  "Support  for  the  Strategic  Trade 
Program,"  December  II,  1962  (hereby  cancelled) 

(i)  DoD  Directive  5030.28,  "Munitions  Control  Procedures  for  U.S. 
Munitions  List  Export  License  Applications  Referred  to  DoD  by 
the  Department  of  State,"  March  10,  1970  (hereby  cancelled) 

(j)  Memorandum  of  Deputy  Secretary  of  Defense  Duncan  on 
Reorganization  of  the  DoD  Export  Control  System,  dated  19 
May  1979 


1.  PURPOSE 


This  Directive 

a.  Updates  and  combines  references  (h)  and  (i),  which  are  hereby 
superseded  and  cancelled. 

b.  Establishes  policy  and  guidance  for  the  operation  of  the  DoD  Export 
Control  System  in  carrying  out  the  processing  of  CCL,  COCOM  IL  and 
Munitions  List  export  license  applications. 

c.  Assigns  responsibilities,  delineates  requirements,  and  states  objectives 
of  the  DoD  Export  Control  System. 


2.  APPLICABILITY  AND  SCOPE 

The  provisions  of  this  directive  apply  to  the  Office  of  Secretary  of  Defense 
(OSD)  and  the  Military  Departments  (hereaiter  called  "DoD  Components"), 
specifically  those  DoD  Components  t*  at  control  and  manage  programs, 
personnel  and  other  resources  involved  in  the  CCL/OOCOM  TL/Munitions  List 
export  license  review  process. 

3.  POLICY 


United  States  policy  towards  strategic  trade  and  toward  the  export  of  items 
on  the  U.S.  Munitions  List  is  governed  by  separate  sets  of  statutes  and  related 
material: 
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A.  For  strategic  trade,  including  those  items  whose  export  is  controlled 
under  the  U.S.  CCL  and  Multilateral  COCOM  lists,  it  is  U.S.  policy  as 

■  mandated  by  Reference  (a)  above,  to  prevent  the  export  of  goods  and 
technologies  from  the  United  States  to  nations  whose  acquisition  of  such 
items  might  increase  their  military  capabilities  in  such  a  manner  as  to 
be  detrimental  to  the  national  security  of  the  United  States,  while 
minimizing  the  degree  to  which  such  restriction  inhibits  U.S.  trade. 
DoD's  primary  objective  within  this  context,  as  called  for  in  Reference 
(b),  is  the  protection  of  U.S.  leadtimes  in  the  application  of  advanced 
technologies  to  military  use. 

B.  For  items  on  the  U.S.  Munitions  L.  t,  it  is  U.S.  policy  to  permit  the 
export  to  friendly  nations  of  munitions  articles  and  services  and  related 
technical  data,  including  manufacturing  license  and  technical  assistance 
agreements,  provided  that  such  export  is  consistent  with  the  protection 
of  security  interests  of  the  U.S.  It  is  DoD's  objective  to  examine  the 
export  of  such  items  from  the  viewpoint  of  the  Government's  arms 
transfer  policy,  foreign  policy  interests,  applicable  legislation  and 
specific  disclosure  policy  considerations. 

C.  In  making  judgements  on  both  strategic  trade  and  Munitions  List  export 
license  applications,  DoD  evaluate  -  will  employ  to  the  maximum  extent 
possible  the  critical  technology  a  proach  as  set  out  by  References  (a)  & 
(b)  and  further  developed  within  joD. 

4.  RESPONSIBILITIES 


A.  The  Under  Secretary  of  Defense  (Research  and  Engineering)  shall  be 

responsible  for 

1.  Providing  policy  guidance  to  the  Military  Departments  and  other 
DoD  components  involved  in  the  processing  of  strategic  trade  and 
munitions  list  export  licensing  cases  for  the  carrying  out  of  their 
export  control  assignments. 

2.  The  Administration  and  management  of  the  export  control  system 
within  DoD. 

3.  Establishing  the  DoD  position  on  individual  strategic  trade  and 
Munitions  List  cases. 

4.  Developing  programs  to  facilitate  the  processing  of  strategic  trade 
and  Munitions  List  cases  efficiently  and  expeditiously,  drawing 
wherever  possible  on  the  critical  technology,  approach  mandated  in 
Refs,  (a)  &  (b). 

5.  Consulting  with  ASD(ISA)  on  matters  of  international  security  and 
policy  relating  to  strategic  trade  and  Munitions  List  export 
applications. 

6.  Identifying  Critical  Technologies  on  a  continuing  basis. 

7.  Informing  the  Military  Services  and  other  concerned  DoD 
components  of  all  incoming  cases  and  offering  them  for  review. 
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R.  The  Military  Departments,  the  HCS  and  other  DoD  components 
concerned  will: 

1.  Each  designate  a  single  point  of  contact  to  communicate  with 
USD(R<5cE)  on  strategic  trade  and  Munitions  List  cases  and  related 
actions. 

2.  Each  provide  USD(R&E)  with  a  list  of  types  of  exports  that  they 
want  to  review  in  all  cases. 

3.  Insure  that  all  cases  selected  for  assessment  are  evaluated  by 
qualified  technical  personnel. 

4.  For  each  strategic  trade  and  munitions  list  case  completely  review 
and  return  license  applications  to  USD(R&E)  with  a  recommendation 
within 

a.  Thirty  (30)  calendar  days  for  strategic  trade  cases 

b.  Twenty  (20)  calendar  days  for  Munitions  List  cases 

5.  Provide  copies  to  USD(R<5cE)  of  any  formal  correspondence  with 
other  executive  branch  departments  and  agencies  having  export 
control  responsibilities. 

C.  In  providing  recommendations  to  USD(R&E),  the  Military  Departments 
and  other  concerned  DoD  components  will: 

1.  For  Strategic  trade,  focus  recommendations  concerning  export 
licensing,  as  mandated  in  References  (a)  and  (b),  upon  the  need  to 
control  the  export  to  adversaries  or  potential  adversaries  of 
militarily  critical  goods  and  technologies.  These  goods  and 
technologies  consist  primarily  of 

a.  arrays  of  design  and  manufacturing  know-how; 

b.  keystone  manufacturing,  inspection,  and  test  equipment; 

c.  goods  accompanied  by  sophisticated  operation,  application  or 
maintenance  know-how 

2.  For  Munitions  List  items,  identify,  as  a  basis  for  making  the 
licensing  recommendation,  the  following: 

a.  material  or  data  to  be  controlled  and  its  end-use; 

b.  Security  policy  interests  and/or  implications,  including  '.ie 
current  security  classification,  if  any,  of  the  item  involved. 
Reference  (g)  will  serve  as  guidance  for  recommendations  of 
this  type. 

3.  Consider  for  each  proposed  export,  the  following: 

a.  Military  advantage  or  detriment  to  the  U.S.,  and  impact  on 
U.S.  Government  policy,  including  consistency  with  military 
objectives,  plans,  and  operational  requirements. 


b.  Copyright,  patent,  and/or  other  proprietary  rights  involved, 
and  the  U.S.  Government  interest  therein. 

c.  Impact  on  military  assistance  programs,  sales,  loans  and 
grants,  co-development,  co-production,  and  data  exchange 
agreements. 

d.  Impact  on  DoD  research  and  development,  production, 
procurement  and  supply  for  United  States  Armed  Forces, 
including  whether  use  of  U.S.  Government-owned  tooling  and 
industrial  facilities  is  involved. 

e.  Level  of  militarily  critical  technologies  embodied  in  the  export 

f.  Ability  of  the  importer  to  prevent  re-export  of  such 
technology. 

EFFECTIVE  DATE  AND  IMPLEMENTATION 

This  directive  is  effective  immediately.  Two  (2)  copies  of  each 
implementing  document  will  be  forwarded  to  the  Under  Secretary  of 
Defense  (Research  and  Engineering)  within  thirty  (30)  days. 


The  Defense  Science  Roard  Task  Force  Study  on  II.S.  Export  Policy  and  the 
Interim  Policy  Statement  were  issued  in  response  to  the  needs  created  by  changes  in  !  >.S. 
export  control  policy  that  occurred  in  the  late  1960s  and  early  1970s.  This  change  in 
policy  was  officially  embodied  in  the  Export  Administration  Act  of  1969.  In  this  act, 
U.S.  export  policy  was  modified  from  one  having  a  primary  concern  with  the  protection 
of  national  security,  to  one  having  dual  goals  of  promoting  trade  to  the  maximum  extent 
possible  while  placing  controls  on  those  items  whose  acquisition  by  an  adversary  or 
potential  adversary  would  be  detrimental  to  U.S.  national  security.  Not  only  would  an 
export's  contribution  to  the  military  capabilities  of  a  potential  adversary  have  to  be 
demonstrated,  as  had  been  true  under  the  old  law  but  it  also  would  have  to  be  shown  that 
this  contribution  actually  was  detrimental  to  U.S.  national  security.  The  old  theoretical 
basis  for  export  controls  had  rested  on  the  premise  that  any  item  shipped  to  the  Soviet 
Union  would  free  up  Soviet  industrial  resources  normally  used  in  its  manufacture  for 
application  to  military  production.  Thus  almost  all  manufactured  goods,  even  those  with 
exclusively  civilian  uses,  became  candidates  for  export  control.  The  basis  of  the  new 
policy  was  that  an  item  should  only  be  controlled  if  it  could  be  demonstrated  that,  if 
exported  to  an  adversary  or  potential  ad/ersary,  the  item  could  be  applied  to  military  use 
or  have  technology  extracted  from  it  in  such  a  way  that  an  increase-in  the  adversary's 
military  capabilities  would  result  sufficient  to  be  damaging  to  U.S.  national  security. 
The  question  now  arose  as  to  what  level  of  increase  was  considered  to  be  "damaging  to 
U.S.  national  security."  The  major  purpose  of  the  Interim  Policy  Statement  was  to 
provide  official  guidelines  for  determining  the  answer  to  this  question  when  evaluating 
export  license  applications. 
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The  methodology  which  the  Interim  Policy  Statement  promulgated  as  the  solution 
to  balancing  the  dual  export  policy  objectives  was  the  "Critical  Technologies  Approach  to 
Export  Controls  (CTA)."  This  concept,  originally  set  out  in  the  report  of  the  nefcnse 
Science  Board  Task  Force  on  I  I.S.  Export  Policy  (the  "Bucy  Report"),  concentrates 
controls  on  those  technologies  in  which  the  United  States  has  a  significant  lead  time  (e.g. 
five  or  more  years)  when  compared  with  our  adversaries  in  the  application  of  the 
technologies  to  use  in  major  military  systems.  The  Interim  Policy  Statement  outlined  the 
circumstances  under  which  such  items  would  be  controlled  and  the  conditions  necessary 
before  export  of  these  items  to  various  destinations  would  be  approved.  It  was 
recognized  in  the  Interim  Policy  Statement,  that  in  order  for  the  CTA  to  be  fully 
effective,  a  list  of  technologies  specifically  designated  as  critical  had  to  be  developed. 
Many  of  the  necessary  determinations  which  the  Interim  Policy  Statement  requires  be 
made  in  the  course  of  license  reviews  could  only  be  carried  out  with  any  degree  of 
reliability  and  consistency  if  there  was  a  detailed  list  of  critical  technologies  to  be  used 
as  the  basis  for  processing  decisions.  Such  determinations  begin  with  the  basic  question 
of  whether  or  not  an  item  is  or  contains  a  critical  technology.  Having  determined  this, 
follow-on  information  is  necessary,  such  as  the  transferability  of  the  technolrgv  (e.g. 
possibility  of  reverse  engineering  etc.)  and  adversary  capability  in  the  technology.  To  be 
as  objective  as  possible,  and  thus  to  maximize  the  protection  of  U.S.  national  security, 
such  licensing  judgements  must  be  based  on  a  more  systematic  review  than  the  time- 
constrained  ad  hoc  judgements  presently  used  in  most  such  cases. 

The  Interim  Policy  Statement,  then,  gave  both  the  first  official  endorsement  to 
the  development  of  a  list  of  critical  technologies  and,  at  the  same  time,  called  for  steps 
to  be  taken  to  initiate  a  critical  technologies  focus  in  export  licensing  assessments  while 
an  operational  critical  technologies  list  was  being  produced.  Without  the  information  and 
guidelines  that  a  critical  technologies  list  can  be  expected  to  provide,  however,  export 
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license  processing  could  not  completely  fulfil!  the  goals  that  the  Interim  Policv 
Statement  and  Bucy  Report  envisioned  as  being  the  results  of  the  implementation  of  the 
critical  technologies  approach.  The  attempts  at  critical  technology  implementation  that 
have  taken  place  up  to  the  present  can  be  seen  as  laying  the  groundwork  for  the  adoption 
of  a  fully  developed  critical  technologies  list  at  some  future  point.  The  list,  together 
with  the  data  bases  necessary  to  determine  the  relationship  of  specific  proposed  exports 
to  its  guidelines,  is  the  heart  of  the  critical  technologies  approach.  Therefore,  while  the 
Interim  Policy  Statement  does  call  for  the  focusing  of  control  efforts  during  the 
transitional  pre-list  period  on  critical  technologies,  those  efforts  to  date  cannot  be  said 
to  be  indicative  of  the  effectiveness  of  this  approach. 

Since  the  issuance  of  the  Interim  Policy  Statement,  major  changes  have  occurred 
in  overall  U.S.  export  control  policy,  both  as  a  result  of  legislative  action  (the  Export 
Administration  Act  of  1979)  and  the  impact  of  international  events  (the  invasion  of 
Afghanistan  by  the  Soviet  Union  and  the  strengthening  of  U.S.  ties  with  the  People's 
Republic  of  China).  These  and  other  less  visible  occurrences  have  caused  OoD  export 
control  policy  to  evolve  in  ways  not  anticipated  by  the  Interim  Policy  Statement;  some 
aspects  of  the  statement  have  become  outdated  by  events,  while  others  need  to  be  re¬ 
written  to  accommodate  new  policy  initiatives  and  objectives.  Therefore,  we  present  the 
following  review  and  analysis  of  Interim  Policy  Statement  provisions  which  was  done  in 
order  to  determine  the  need  for  changes  in  the  basic  formulation  of  DoD  procedures  for 
the  carrying  out  of  export  control  policy. 
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2.4  Analysis  of  the  DoD  Interim  Policy  Statement 


It  is  our  recommendation  that  the  Department  of  Defense  issue  a  DoD  Policy 
Statement  on  Export  Controls  to  supplant  the  Interim  Policy  Statement  which  lias 
become  outdated  by  developments  in  the  international  arena  and  by  progress  within  DoD 
on  the  Critical  Technologies  Approach.  We  review  here  certain  provisions  of  the  Interim 
Policy  Statement  in  order  to  point  to  the  type  of  issues  that  must  he  addressed  in 
formulating  a  new  Policy  Statement.  We  recognize  that  considerable  additional  review 
and  evaluation  of  U.S.  export  control  objectives  and  approaches  will  be  necessarv  before 
a  new  Policy  Statement  can  be  prepared. 


Our  review  of  the  Interim  Policy  Statement  identified  the  following  issues: 


o  International  events  may  have  altered  substantially  the  definition  of 
what  types  of  exports  are  considered  detrimental  to  U.S.  security; 

o  Any  statement  on  the  applicability  of  technology  controls  to  COCO.M 
countries  may  have  undesired  implications  for  obtaining  COCOM 
support; 

o  The  subject  of  re-export  restrictions,  their  effectiveness,  and 
alternative  mechanisms  for  limiting  re-export  should  be  addressed: 

o  A  consistent  statement  on  the  application  of  controls  to  different 
•  transfer  mechanisms  of  the  same  export  should  be  formulated: 

o  There  should  be  a  statement  regarding  how  DoD  intends  to  work  with 
other  Departments  and  Agencies  on  implementing  the  Critical 
Technologies  Approach  and  integrating  the  MCTL  into  the  export  control 
process. 
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Each  of  these  issues  is  briefly  developed  in  the  discussion  below. 

Impact  of  International  Pevelopments 

The  Interim  Policy  Statement  notes  that  U.S.  policy  on  international  trade 
consists  of  "two  elements  that  are  not  always  reconcilable."  These  are  (!)  the  promotion 
of  trade  and  commerce  with  all  other  nations,  and  (2)  the  control  of  those  exports  that 
could  make  a  "significant  contribution  to  the  military  potential  of  any  other  nation  or 
nations  that  would  prove  '-.‘imental  to  the  national  security  of  the  United  States." 
While  this  still  remains  official  U.S.  export  policy,  the  definition  of  what  types  of  exports 
would  prove  detrimental  to  U.S.  national  security  appears  to  have  been  altered  as  a 
result  of  unexpected  world  events  and  related  changes  in  foreign  policy. 

In  the  wake  of  the  Soviet  invasion  of  Afghanistan,  it  has  become  apparent  that  it 
may  be  desirable  to  control  not  only  those  technologies  that  offer  ar.  adversary 
significant  advances  in  military  applications  of  advanced  technologies,  but  also  those 
technologies  which  allow  major  quantitative  and  qualitative  improvements  to  the 
industrial  infrastructure  of  nations  engaged  in  aggressive  international  activities.  This 
industrial  infrastructure  is  the  key  to  a  nation's  ability  to  maintain  and  increase  the 
conventional  warfare  capability  necessary  to  carry  out  such  aggressive  policies.  The 
implementation  of  this  new  emphasis  in  export  control  would  supplement  rather  than 
replace  the  already  established  policy  of  protecting  U.S.  leadtirnes  in  critical 
technologies.  This  new  emphasis,  however,  presents  further  problems  regarding  the 
policy  objective  of  promoting  U.S.  exports.  Its  impact  needs  to  be  studied  and  evaluated 
as  part  of  PoO's  Critical  Technologies  Project  before  a  final  decision  is  made  as  to  iis 
formal  adoption  as  part  of  PoP  export  control  policy. 


COCOM  Relations 


The  Interim  Policy  Statement  called  for  Don  advocacy  of  changes  in  COCOM 
guidelines  to  shift  the  emphasis  in  COCOM  export  Dolicy  from  control  of  products  to 
control  of  technology.  Congressional  testimony  by  DoD  officials  indicates  that  the 
critical  technology  approach  has  been  used  as  the  basis  for  U.S.  proposals  for  changes  in 
COCOM  guidelines  in  the  years  since  the  issuance  of  the  Interim  Policy  Statement. 
There  have  been  difficulties  in  obtaining  allied  agreement  to  these  proposals,  however. 
In  some  COCOM  countries,  for  example,  the  government  apparently  does  not  have 
statutory  authority  to  control  technology  exports  and  may  not  be  able  or  willing  to  obtain 
passage  of  such  legislation.  In  order  to  overcome  the  hesitancy  of  cur  COCOM  allies  to 
adopt  the  critical  technology  approach  on  a  multilateral  basis,  it  may  be  necessary  to 
first  successfully  establish  the  CTA  as  the  basis  for  the  U.S.  export  control  system.  A 
demonstrated  lessening  of  control  over  products  and  an  increase  of  efficiency  within  the 
license  processing  system  would  be  a  powerful  aid  in  convincing  our  allies  of  the 
feasibility  of  extending  the  CTA  into  the  multilateral  arena.  Any  new  policy  statement, 
therefore,  should  note  the  link  between  successful  efforts  of  the  U.S.  to  implement  the 
critical  technology  approach  and  implementation  of  the  CT a  on  the  multilateral  level. 

At  the  same  time  that  the  Interim  Policy  Statement  advocates  taking  action 
within  COCOM  to  shift  to  technology  controls,  it  also  advocates  imposing  restrictions  on 
the  export  of  critical  technologies  to  all_  nations  —  presumably  including  those 
participating  in  COCOM.  Since  the  issuance  of  the  Interim  Policy  Statement,  the 
question  of  placing  controls  on  technology  exports  to  our  allies  has  surfaced  in 
Congressional  hearings,  but  no  substantive  action  appears  to  have  been  taken  within  DoD 
on  implementing  these  recommendations.  This  inaction  is  not  surprising,  as  a  similar 
attempt  in  1964  to  place  strict  controls  on  technology  exports  to  friendly  nations 
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resulted  in  such  an  outcry  from  our  allies  that  the  offending  regulations,  while  remaining 
on  the  books,  were  "deferred,"  and  remai  i  so  today.  The  issue  remains,  however, 
whether  the  advocacy  of  critical  technolog  controls  on  our  allies  would  be  compatible 
with  U.S.  efforts  to  get  the  COCOVi  nations  to  endorse  the  critical  technologies 
approach. 

Re-export  Restrictions 


At  the  present  time,  many  of  the  items  listed  on  the  CCL  are  controlled  to  non- 
Communist  destinations  only  in  order  to  obtain  a  guarantee  from  importers  in  these 
countries  that  they  will  not  allow  the  unauthorized  re-export  of  the  item  or  of  controlled 
products  manufactured  from  it.  If  a  method  other  than  the  re-export  prohibitions 
contained  within  Validated  Export  Licenses  could  be  devised  to  protect  against  re-export, 
most  of  these  items  would  no  longer  required  Validated  Licenses  to  non-Communist 
destinations.  This  would  considerably  reduce  the  volume  of  export  license  applications 
coming  into  the  Commerce  Department.  Any  new  DoD  policy  statement  in  this  area 
should  cite  the  need  to  develop  an  .alternative  to  this  present  method  of  obtaining 
guarantees  of  no  unauthorized  re-export.  It  can  be  expected  that  this  task  would  involve 
negotiation  with  our  COCOM  allies  over  questions  of  the  need  for  them  to  strengthen 
their  control  systems  or  bring  them  more  into  line  with  basic  multilateral  guidelines. 

While  the  non  re-export  provisions  of  Validated  Export  Licenses  are  a  cause  of 
much  of  the  "over-control"  that  presently  remains  within  the  U.S.  export  control  system, 
the  effectiveness  of  these  guarantees  of  non  re-export  has  generally  been  viewed  as 
minimal.  There  are  apparently  little  or  no  resources  available  for  verification  of 
compliance  with  these  guarantees  after  they  are  given  by  the  purchaser.  This  reinforces 
the  need  to  develop  alternative  and  more  effective  methods  of  preventing  the  re-export 
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of  controlled  items.  In  the  meantime,  the  criteria  stated  in  the  Interim  Policy  Statement 
for  approval  of  exports  to  friendly  or  neutral  nations  should  be  strictly  applied.  The  new 
OoD  Policy  Statement  should  reiterate  as  export  licensing  criteria  the  effectiveness  of 
present  re-export  controls  and  the  willingness  of  countries  to  monitor  the  agreements 
and/or  maintain  their  own  controls  on  the  re-export  of  the  item  and/or  products 
manufactured  from  it  to  unauthorized  destinations.  Given  the  problems  of  enforcing  re¬ 
export  restrictions  the  new  Policy  Statement  should  require  that  non  carefuUv 
scrutinize  a  nation's  intentions  and  past  performance  in  controlling  re-exports. 

Transfer  Mechanisms 

The  Interim  Policy  Statement  makes  two  references  to  the  question  of  varving 
levels  of  control  for  differing  transfer  mechanisms  of  the  same  export.  The  basic  view  is 
that  DoD  export  control  policy  "shall  be  applied  without  regard"  to  the  type  of 
mechanism  through  which  the  transfer  will  take  place.  However,  this  is  qualified 
somewhat  in  the  next  section,  where  it  is  stated  that  "explicit  account  shall  be  taken  of 
the  relative  efficiency  of  the  various  methods  of  technology  transfer."  Examples  of 
possible  transfer  mechanisms  are  given,  most  of  which  relate  to  situations  involving 
personal  contact  between  individuals  rather  than  the  shipment  of  goods.  These  examples 
include  the  attendance  by  foreign  nationals  at  professional  conferences  and  symnosia,  the 
international  distribution  of  academic  research  publications,  and  the  training  of  foreign 
nationals  at  U.S.  academic  institutions. 

Exports  occurring  ♦’.trough  persona!  contact  are  more  difficult  to  place  under 
export  controls  than  are  commod.ty  exports.  Under  U.S.  law,  the  fact  of  personal 
contact  per  se  is  not  sufficient  basis  for  determining  whether  export  has  occurred,  and 
therefore  whether  export  control  legislation  applies.  It  is  the  extent  to  which  the 
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method  of  contact  transfers  the  particular  know-how  which  is  to  ho  protected  that 
determines  the  applicability  of  export  controls  —  i.e.,  whether  an  <.  xport  has  taken 
place.  The  Interim  Policy  Statement  called  for  a  determination  of  the  need  to  apply 
controls  in  the  area  of  personal  contacts  and,  where  necessary,  for  Dor*  to  recommend 
restrictions  to  other  "responsible  government  agencies"  on  these  forms  of  exports. 
Within  DoD  and  within  the  Congress  there  has  been  continuing  concern  about  the 
possibility  of  unauthorized  exports  of  technology  occurring  in  academic  and  other  oorsm- 
to-person  contacts.  Tangible  steps  toward  increased  control  have  taken  place,  however, 
only  since  the  Soviet  invasion  of  Afghanistan.  Any  new  DoD  policy  statement  on  export 
controls  should  include  a  recommendation  that  such  controls  be  linked  to  the  Militarily 
Critical  Technologies  List.  At  the  same  time  the  new  Policy  Statement  should  continue 
the  authorization  for  the  DoD  to  "recommend  restrictions"  on  these  types  of  possible 
transfer  mechanisms  while  complete  information  is  being  developed  on  the  effectiveness 
of  this  type  of  export. 

In  contrast  to  the  prohibition  in  the  Interim  Policy  Statement  on  variable  control 
levels  for  different  transfer  mechanisms,  the  Bucy  Report  stated  that  controls  should  be 
concentrated  on  the  more  "active"  transfer  mechanisms.  No  staterr.  :nt  was  made  within 
the  report  that  the  proposed  mechanism  for  transfer  of  an  export  should  not  be 
considered  when  making  licensing  decisions.  The  DoD  Critical  Technologies  Project 
during  Fiscal  Year  1981  will  inc'ude  an  effort  to  develop  information  concerning  the 
efficacy  of  various  transfer  mechanisms  for  the  technologies  listed  on  the  MCTL.  This 
information,  once  it  is  produced,  should  serve  as  a  data  base  for  overcoming  the  lack  of 
information  on  export  transfer  mechanism  effectiveness  that  has  stood  in  the  way  of 
developing  different  control  levels  for  transfer  mechanisms.  Therefore,  it  is  our  view 
that  a  new  DoD  Policy  Statement  should  support  the  possibility  of  varying  levels  of 
control  for  different  transfer  mechanisms  both  for  products  and  for  technics' 
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Incorporating  Critical  Technologies  in  Export  Controls 


j  The  Interim  Policy  Statement  calls  for  the  development  and  maintenance  of  a 

critical  technologies  list.  It  makes  no  recommendation  as  to  how  the  list  should  be  used 

i 

i 

i .  after  it  is  produced,  other  than  to  note  that  it  "will  be  communicated  to  the  Departments 

|  responsible  for  administering  U.S.  export  controls."  The  Export  Administration  Act  of 

1979  repeated  the  requirement  for  a  critical  technologies  list,  but  gave  it  the  added 
j  impetus  of  law  and  placed  a  deadline  for  publication  of  the  Initial  List  a  year  from  the 

date  of  enactment  of  the  law.  It  also  expanded  on  the  provisions  of  the  Interim  Policy 

i 

!  Statement  by  providing  that  the  critical  technologies  list,  now  called  the  Militarily 

j  Critical  Technologies  List,  ultimately  "become  part  of"  the  CCL.  There  are  various 

I 

possibilities  as  to  how  the  List  might  be  integrated  into  the  CCL:  these  include  its 
j  addition  as  an  Appendix;  entering  the  information  under  the  pertinent  CCL  num^pr  as  a 

subdivision  within  the  entry;  replacing  the  CCL  with  the  MCTL,  etc.  Mo  specific  ^oD 

» 

i  decision  has  yet  been  made  on  which  of  these,  or  other,  options  to  support  in  carrying  out 

j  this  task.  A  new  DoD  policy  statement  should  present  the  DoD  position  on  how  the 

Export  Administration  Act  provision  that  the  MCTL  "become  part  of"  the  CCL  will  be 
implemented  as  official  DoD  policy. 
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The  Interim  Policy  Statement  has  a  provision  celling  upon  the  DoD,  with  the 
assistance  of  the  Intelligence  Community,  to  study  "in  greater  depth  and  on  a  continuous 
basis  selected  aspects  of  IJ.S.  technology  over  time,  in  order  to  ascertain  their  impact  on 
the  military  capabilities  of  potential  adversaries  and  on  critical  IJ.S.  leadtimes".  Hue  to 
resource  limitations  within  both  DoD  and  the  Intelligence  Community  it  does  not  appear 
tl  at  this  recommendation  has  been  given  much  attention.  Discussions  occurring  during 
the  IDA  MCTL  development  effort  indicated  that  the  cost  in  manpower  and  material 
resources  to  carry  out  such  an  effort  would  be  considerable.  Therefore,  it  is  suggested 
that  a  new  DoD  Export  Control  Policy  Statement  should  support  such  studies  and  should 
state  that  the  resources  required  for  them  should  be  made  available.  At  the  same  time 
the  Policy  Statement  should  call  for  maximum  efforts  to  insure  that  any  information 
obtained  by  the  Intelligence  Community  or  other  sources  concerning  Soviet  applications 
of  Western  technology  to  military  use  be  made  available  on  a  continuing  and  timely  basis 
.  export  control  officials  within  DoD.  (Section  4.4  of  Chapter  IV  discusses  this  topic 
further.) 

The  Interim  Policy  Statement  cites  the  need  for  recommendations  to  be  made  to 
the  Commerce  Department  for  the  streamlining  of  case  processing  procedures  and  for 
the  introduction  of  the  critical  technologies  approach  into  the  Commerce  Department's 
export  licensing  procedures.  However,  it  does  not  appear  that  to  date  any  voluntary 
attempt  has  been  made  by  Commerce  to  incorporate  elements  of  the  critical  technology 
approach  into  its  export  licensing  procedures.  The  Export  Administration  Act  of  1979, 
however,  specifically  stated  that  national  security  export  controls  as  administered  by  all 
participating  agencies  will  focus  on  the  critical  technology  aspects  of  proposed  exports. 
This  has  nof  produced  any  further  action  on  the  part  of  Commerce  and  it  appears  that 
further  development  of  the  critical  technology  approach  on  a  multi-agency  basis  is 
dependent  upon  the  integration  of  the  Militarily  Critical  Technologies  List  (MCTL)  into 


the  COL  (as  called  for  in  the  IIAA  of  1979),  thus  institutionalizing  the  MOTL  guidelines 
within  the  license  assessment  process.  The  process  of  the  MOT],  "becoming  part  of  the 
CCL"  (as  the  law  states),  is  not  yet  defined  and  will  constitute  a  major  task  to  be  carried 
out  by  the  Don  Critical  Technologies  Project  over  the  next  year.  Recommendations 
have  already  been  made  within  DoD  for  improvements  in  the  interface  between  DoD  and 
other  agencies  involved  in  export  control;  these  may  be  implemented  as  the  MCTf 
becomes  operational  within  the  CCL.  A  new  DoD  policy  statement  should  indicate  how 
DoD  proposes  to  extend  the  application  of  the  critical  technology  approach  into 
Departments  outside  of  DoD  in  order  to  develop  a  uniform  basis  for  U.S.  export  control 
efforts. 

The  Interim  Policy  Statement  underscores  the  need  for  DoD  to  make  continual 
efforts  to  improve  inter-agency  coordination  and  communication  in  order  to  aid  in  the 
efficient  functioning  of  the  entire  licensing  process.  In  previous  reports-  Betac  has 
addressed  the  question  of  better  inter-agency  communications  and  has  indicated  the  need 
for  such  efforts,  especially  if  the  critical  technology  approach  is  to  be  successfully 
implemented  on  a  multi-agency  basis.  We  have  specifically  recommended  such  actions  as 
the  creation  of  better  feedback  channels  between  Commerce  and  the  assessment  level  of 
DoD  to  inform  DoD  technical  evaluators  of  the  final  disposition  of  license  applications 
they  have  reviewed,  and  the  creation  of  a  formal  mechanism  for  communication  between 
the  heads  of  the  export  control  sections  of  the  various  concerned  agencies.  There  is  an 
on-going  need  for  this  type  of  work;  and  any  new  statement  of  DoD  export  control  policy 
should  retain  the  provision  of  the  Interim  Policy  Statement  on  inter-agency 
coordination.  Further  expansion  on  this  recommendation  is  needed  in  order  to  develop 
more  specific  actions  to  be  taken. 

2/  Richard  H.  Van  Atta  and  David  L.  Gandie,  "Preliminary  Concept  for  Implementing 
the  Militarily  Critical  Technologies  List  (MCTL)  in  the  DoD  Export  Control 
Process",  Betac  Corporation,  3uly  1980. 
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In  conclusion,  we  recommend  that  a  new  Don  Policy  Statement  be  developed  that 
continues  the  policy  thrusts  outlined  in  the  Interim  Policy  Statement  with  modification 
and  elaboration  as  necessary  to  accommodate  the  changes  in  policy  brought  on  by  the 
impact  of  international  events  and  by  the  further  development  of  the  critical  technology 
approach.  The  creation  of  a  large  body  of  critical  technology  material  over  the  last  year 
under  the  IDA-led  Critical  Technologies  Project  allows  a  new  stage  in  the  critical 
technologies  implementation  process  to  begin.  This  new  Policy  Statement,  like  the 
Interim,  should  then  act  both  as  a  guide  for  export  licensing  decisions  and  as  an  outline 
for  the  further  development  of  the  critical  technologies  project. 
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■  CHAPTER  II! 


A  RECOMMENDED  PROGRAM  FOR  DEVELOPING  AN 
EXPORT  CONTROL  DATA  BASE  FOR  THE  ELRP 


3. 1  Introduction 


The  responsibility  for  reviewing  export  license  applications  for  national  security 
purposes  resides  with  the  Deputy  Under  Secretary  of  Defense  for  Research  and 
Engineering  (International  Programs  and  Technology).  His  staff  processes  export  license 
applications  for  both  technology  trade  as  mandated  by  the  Export  Administration  Act  of 
1979  and  for  the  export  of  weapons-relaced  articles  controlled  under  the  Arms  Export 
Control  Act.  Because  the  requirements  for  reviewing  export  applications  make  a 
substantial  demand  on  Department  of  Defense  resources,  an  effort  is  being  made  to 
utilize  data  base  automation  to  assist  in  improving  the  efficiency  of  tracking  and 
processing  of  export  license  applications.  A  major  long  range  program  is  currently 
underway  to  develop  an  integrated  management  information  system,  FORDTI5,  to 
provide  such  capabilities.]/ 

In  the  interim,  while  the  FORDTIS  is  under  development,  there  are  immediate 
requirements  for  managing  the  flow  of  export  license  applications  which  must  be  met  in 
order  to  insure  DoD's  responsiveness  to  export  control  requirements  imposed  on  it  by 
law.  In  this  chapter  Betac  presents  a  phased  program  to  meet  these  immediate 

//FORDTIS  is  the  Foreign  Disclosure  and  Technical  Information  System.  This  system  is 
currently  under  development  for  the  Office  of  the  Deputy  Under  Secretary  of  Defense 
(Policy  Review)  with  actual  monitorship  of  the  system  assigned,  to  the  Director  of 
Information  Security. 
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requirements  by  (i)  providing  data'  base  system  capabilities  for  tracking  technology 
export  cases  and  (2)  developing  and  testing  an  Export  Control  Information  ("'enter  for 
coordinating  and  administering  DoD's  export  control  information  processing  and 
distribution  functions. 

The  approach  presented  in  this  chapter  for  developing  and  implementing  an  OSH 
Export  Control  Data  Rase  fECDR)  system  is  designed  to  assist  HoO  in  tracking,  reviewing 
and  analyzing  export  license  cases.  This  approach  is  presented  in  three  phases,  as  shown 
in  Figure  3.1.  These  phases  are  discussed  further  in  this  section. 

3.2  PHASE  I  --  Review  and  Modify  Present  System 

The  current  export  control  system  is  essentially  a  manual  operation  consisting  of: 

o  OSD-level  case  review 

o  Distribution  of  cases  to  individual  Military  Services  for  review 
o  Compilation  of  Service  positions 

o  Formulation  of  DoD  positions 

o  Manual  file  maintenance  for  case  processing 

o  Manual  report  development  for  internal  management  and  legislative 

input. 

The  Washington  Headquarters  Service  (WHS)  Datapoint  Munitions  Subsystem 
contains  automated  capabilities  that  provide  for: 

o  Entering  closed  cases  in  a  Library  History  file 

o  Limited  query  capabilities 
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o 


A  natapoin.  transaction  tape  of  closed  eases  for  input  into  the 
7/ 

FORBAD  System.-' 


2/foRDAD  is  the  Foreign Disclosure [t  Se^ret^^^ 

developed  in  the  late  1960's  for  the  Ass.'^  •  iveycentralized  information  and 

^'”l  capabfnty^for^CdMsifled^Military'lnformation  (CM.)  disclosed  or  denied  by  non. 
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Figure  3.1 


OSH  Export  Control  Data  Base  Plan 

PHASE  I  Review  and  Modify  Present  System 

o  System  Design  and  Modification 
o  System  Input  of  Open  Strategic  Trade  Cases 
o  System  Output  on  Open  Strategic  Trade  Cases 

PHASE  II  Develop  Export  Control  Information  Center 

o  System  Operations  . 

o  System  Input  of  New  Strategic  Trade  Cases 
o  System  Outputs  on  Open  Strategic  Trade  Cases 
o  System  Test  and  Demonstration 
o  Education  and  Training 

PHASE  III  Expand  ECD13  Capabilities 


The  objective  of  Phase  l  is  to  provide  design  specification  to  (!)  initiate 
data  collection  and  entry  procedures  and  (2)  modify  the  manual  operation  of  the  strategic 
export  control  system  to  an  automated  system  in  conjunction  with  Washington 
Headquarters  Service's  (WHS)  Hatapoint  Munitions  Subsystem. 

The  specific  goals  for  this  phase  are  to: 

1.  Develop  and  implement  procedures  for  data  collection  and  entrv  to 
provide: 

o  Input  forms  for  data  collection 

o  Documented  requirements  for  data  entry  processing  to  include: 
-File  update  procedures 
-Data  editing  and  quality  control  exercises 
o  File  creation  plan  and  schedule  for  current  and  back-log  cases. 

Here,  the  focus  should  be  on  standardization  of  input  and 
simplification  of  the  data  collection  process  while  converting  the 
manual  operations  into  an  automated  process. 

2.  Modify  the  manual  operation  by  upgrading  and  extending  capabilities 
of  the  WHS  Datapoint  Munitions  Subsystem  to  include  the  strategic 
export  control  system  and  provide  the  following: 

o  Capability  to  enter  open  anu  closed  cases  on  daily  basis  for  both 
Munitions  and  Strategic  cases 
o  Query  capabilities  for  any  element  in  a  case 


o  Data  entry  turn-around  for  case  tracking  within  a  twenty  four  hour 
period 

o  Reports  of  new  export  license  cases  to  facilitate  Service  selection 
of  cases  for  review  (7.U  hour  turn-around). 

To  meet  these  requirements,  the  three  functions  discussed  below  should  be  accomplished. 

System  Design  and  Modification 

A  review  of  the  present  FORD  AH  system  should  be  conducted  and  modifications 
made  to  satisfy  immediate  requirements  for  managing  the  flow  of  export  license 
applications. 

Conducting  this  review  would  provide  an  understanding  of: 

o  Basic  requirements  which  are  satisfied  bv  the  existing  system  which  must  be 
carried  forward  to  the  new  technology  export  control  system; 

o  Current  system  weaknesses  which  must  be  addressed  by  the  upcoming  FORr'Tjs 
system. 

This  understanding  would  be  essential  input  to  the  Phase  11  effort  described  in  the  next 
section. 


i\ 
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In  modifying  the  WHS  Hatapoint  Munitions  Subsystem,  the  following  factors  should 


be  evaluated: 


*il 


o  Flexibility  and  Ease  of  Modification  -  An  examination  should  be  conducted  of  the 
computer  program  code  to  determine  whether  new  or  revised  computer  program 
functions  may  be  implemented  efficiently  and  with  predictable  results. 


o  Operating  Effectiveness  -  Assuming  that  the  evaluation  of  other  criteria  shows 
that  the  modification  of  the  existing  system  can  meet  immediate  requirements, 
the  system  should  be  implemented  and  evaluated  to  determine  how  effectively  it 
operates  in  the  current  environment. 


System  Input 


The  data  structures  and  content  of  each  element  of  information  which  must  be 
entered  and  processed  for  the  initial  input  of  current  OCL  and  COCOM  cases  must  he 
defined.  After  the  establishment  of  data  structures,  the  data  must  be  entered  into  the 
system  according  to  a  schedule  for  data  entry  in  terms  of  content,  volume  and  format. 
This  schedule  would  be  utilized  in  Phase  il. 


System  Outputs 


In  order  to  meet  the  immediate  requirements  of  ODUSDR&E  (IP&T),  the  present 
WHS  Hatapoint  Munitions  Subsystem  querv  capabilities  need  to  be  modified  to  provide 
for  the  following: 

o  Report  listing  all  new  cases  and  the  status  of  all  pending  cases 


o  Reports  on  case  processing  for  management  purposes. 
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3. 3  PHASE  11  —  Develop  Export  Control  Information  Center 

The  objective  of  this  phase  is  to  develop  and  test  a  data  base  administration  and 
control  center  for  the  Don  export  control  process.  To  accomplish  this  objective, 
procedures  will  have  to  be  developed  for  system  implementation,  operations,  test  and 
evaluation,  coordination  and  control  of  data  resources,  and  training.  To  administer  and 
control  the  above  activities,  a  specific  operation  will  have  to  be  set  up  for  data  base 
administration  (DBA). 

! 

In  order  to  solidify  the  concept  of  DBA,  it  is  necessary  to  define  the  functional 
responsibilities,  emphasizing  the  theme  of  coordination  and  control.  The  DBA  operation 
is  defined  as  a  "human  function  responsible  for  the  coordination  of  all  data  related 
activities."  The  primary  purpose  of  the  DBA  is  to  match  the  needs  of  the  organization 
with  the  appropriate  response  from  the  information  s”ctem,  and  vice  versa.  The  DBA’s 
primary  focus  is  on  the  origin  of  data,  how  it  is  selected,  how  it  enters  the  system,  and 
the  timing  of  its  collection  and  entry.  These  activities  are  of  critical  importance  for  the 
reliability  and  general  utility  of  the  information. 

-The  primary  communication  between  the  OUSDR&E  focal  point  and  the 
information  sources  would  take  place  via  the  DBA  operation;  the  DBA  operation  would 
coordinate  and  regulate  activities  between  the  two.  Thus  the  DBA  plays  a  critical  role  in 
determining  how  effective  the  information  system  is  for  the  export  control  process. 
During  the  operational  phase  of  the  system,  the  DBA  operation  becomes  the  focus  of 
responsibility  for  data  usage,  system  modification,  and  establishment  of  procedures  to  be 
followed  in  the  event  of  system  malfunction  (e.g.,  data  base^recovery). 
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The  data  base  administration  plan  described  below  should  be  used  to  centralize 
data-related  activities  and  administrative  control. 

Data  Base  Administration  Plan 


It  w'll  be  crucial  to  the  success  of  the  Export  Control  Data  Base  (ECDB)  that 
there  be  a  clear  understanding  of  the  role  of  the  DBA  operation.  Therefore.  Betac 
recommends  that  a  Data  Base  Administration  Plan  be  developed  to  include: 

o  Data  Collection  and  Distribution  Procedures 
o  Data  Base  Control  Standards  for 
Data  I  Isage 

Data  Access  and  Manipulation 
Data  Edit  and  Validation 
o  Computer  Operations 

Operating  Procedures 
Scheduling 

Restart  and  Recovery  Procedures 
o  Data  Base  System  Management 
Performance  Management 
Audit  Trails 
System  Improvements 
o  Education  and  Training:;T?equirements 
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System  Input 
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The  system  input  function  can  be  divided  into  two  general  areas: 

o  Data  Preparation  and  Entry  -  As  a  follow  on  to  the  completion  of  Phase  1,  the 
input  of  current  open  cases,  the  update  of  open  cases  with  responses  from 
Services,  and  the  start  of  the  entry  of  the  closed  case  backlog  would  have  to  be 
performed.  This  data  should  be  entered  utilizing  the  input  form  shown  in 
Figure  3.2. 

o  Edit  Procedures  -  Reviewing,  editing,  and  the  exercising  of  quality  control  over 
the  data  input  for  the  ECDB  will  have  to  be  performed  to  ensure  that  the 
quality  of  input  be  uniform  so  that  the  data  base  remains  as  consistent  as  is 
practicable.  As  part  of  this  activity  an  error  follow-up  report  should  be 
developed  that  will  identify  for  system  users  errors  in  the  data  base  that  have 
been  detected  and  corrected. 

System  Outputs 

A  protocol  needs  to  be  developed  to  define  reporting  requirements.  The  protocol 
should  consist  of  a  preliminary  identification  and  organization  of  new  reporting 
requirements  based  upon  an  analysis  of  the  currently  existing  system  (manual  and 
automated).  The  protocol  should  identify  reporting  requirements  in  terms  of: 
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o  Report  purposes 

o  Relationship  to  functions  performed 
o  Content 
o  Frequency 
o  Anticipated  volume 
o  Use  by  others. 

System  Test  and  Uemonstration 


The  ECDB  Center  should  be  operated  over  a  period  of  time  to  determine  the 
extent  to  which  such  a  facility  adequately  meets  DoD  immediate  requirements  and  to 
determine  how  such  a  facility  could  best  be  integrated  into  the  FOR  OTIS  concept  of 
operations.  At  the  end  of  this  period,  the  data  center  concept  of  operation  should  be 
evaluated  and  modifications  proposed. 

Education  and  Training 

A  training  curriculum  should  be  developed.  Training  must  be  provided  to  data 
processing  personnel  in  implementation,  maintenance  and  operation  of  the  data  base 
center.  Users  external  to  the  data  center  must  receive  training  jn  concepts,  data 
availability,  data  entry,  report  generation  and  query  facilities. 

3A  PHASE  III  —  Expand  ECDB  Capabilities 


This  phase  of  the  project,  to  commence  after  the  successful  completion  of  Phase 
II,  would  expand  the  capabilities  of  the  Export  Control  Data  Base  (ECDB)  Center  to 
include  additional  near  term  system  requirements  and  prepare  the  ECDB  for  integration 


into  the  FORDTIS.  While  some  requirements  beyond  those  listed  under  Phase  I!  can  be 
identified,  the  specification  of  such  requirements  should  be  founded  on  the  experience 
gained  from  the  development,  operation  and  testing  of  the  ECDB  Center  in  Phase  H. 

For  this  reason,  the  specific  tasks  comprising  Phase  Ill  should  be  developed  after 
Phase  II  is  well  underway.  Some  of  the  activities  considered  for  possible  inclusion  in  the 
Phase  III  effort  are  listed  below: 

o  Develop  a  network  capability  for  the  ECDB  to  link  Military  Service  and  OSD 
export  data  systems  and  initiate  an  electronic  mail  operation  for  case 
processing  and  information  access. 

o  Complete  definition  of  license  application  parameters  on  closed  cases  for  full 
text -reference  data  base. 

o  Develop  and  implement  an  Export  Control  Regulatory  Documentation  File  to 
permit  computer  access,  retrieval  and  cross  indexing  of  ths  various  export 
control  lists  (CCL,  COCOM  IL,  Munitions)  and  related  documentation  (Export 
Control  Commodity  Number,  MCTL,  reference  cases)  utilizing  full  text 
retrieval  capabilities. 

o  Develop  Historical  Export  License  Files  for  closed  cases  using  text  storage  and 
retrieval  capabilities  of  INFOCEN  and/or  OTIC. 

o  Develop  a  Pilot  Office  Automation  Demonstration  Facility  that  would 
incorporate  such  capabilities  as  data  base  management,  advanced  word 
processing,  full  text  processing  via  microfiche  or  computer  text  processing. 
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With  the  completion  of  Phase  II  it  should  be  possible  to  specify  these  requirements 
for  Phase  III  in  more  detail,  determine  their  relative  priority,  and  develop  a  program  for 
integrating  the  ECDR  into  the  FORDTIS  program. 


3.5  CONCLUSION 


Case  processing  time  could  be  positively  effected  by  the  addition  of  new  manpower 
resources.  However,  as  it  is  not  likely  that  additional  manpower  will  be  available, 
attention  should  be  focused  on  employing  the  integrated  Export  Control  Data  Base 
concept  into  the  ELRP. 

The  recommended  concept  would  eliminate  the  need  for  IP&T  to  inform  Services 
and  other  reviewing  agencies  of  incoming  cases  because  the  information  would  be  stored 
daily  in  the  data  base  and  case  officers  at  all  levels  will  have  access  to  relevant  data 
available  from  this  data  base.  This  concept  is  designed  to  provide  management  visibility, 
permit  consistency  of  decision  making  and  allow  for  improved  processing  time.  Such 
improvements  will  assist  DoD  case  officers  and  other  decision  makers  conducting  export 
licensing  activities,  while  not  restricting  their  flexibility  to  process  cases. 

Further  assessment  will  have  to  be  made  of  export  license  data  systems 
requirements  with  emphasis  on  the  interface  of  the  ELRP  with  OSD's  FORDTIS 
program.  The  focus  will  be  on  the  type  of  information  required  for  the  Services  and  OSD 
to  effectively  process  cases.  Specific  concerns  include. 

-  How  much  detail  on  an  individual  case  is  required  by  specific  offices  for 
their  review? 
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-  What  information  needs  to  be  transmitted  to  whom  regarding  the  status  of 
cases  being  reviewed7 

-  What  .information  should  be  made  available  or  transmitted,  and  in  what 
manner,  regarding  the  outcome  of  case  review7 

-  What  data  capabilities  exist  at  the  Service  level,  and  how  can  they  best  be 
utilized  by  DoD? 

-  What  data  is  needed  for  OSO(IP&T)  to  evaluate  the  effectiveness  of  the 
ELRP? 

Betac  will  be  performing  this  assessment  as  part  of  its  continued  assistance  to  OSf'  in 
implementing  the  Export  License  Review  Process. 


CHAPTER  IV 


INSTITUTIONALIZING  THE  ASSESSMENT  OF 
MILITARILY  CRITICAL  TECHNOLOGIES 

4.1  Introduction 

Congress  mandated  in  the  Export  Administration  Act  of  1979  that  HoD  prepare 
and  maintain  a  Militarily  Critical  Technologies  List  (MC.TL).  A  question  of  concern  is 
how  should  the  process  of  identifying  militarily  critical  technologies  he  conducted  on  a 
continuing  basis.  This  Chapter  addresses  this  concern. 

In  requiring  that  the  Department  of  Defense  develop  a  list  of  militarily  critical 
technologies  the  EAA  specified  that  an  "initial  version"  of  the  list  would  be  completed 
and  published  in  the  Federal  Register  not  later  than  October  1,  1980.  While  the 
Department  of  Defense  recognized  that  the  EAA  imposed  upon  it  a  continuing 
requirement  to  maintain  a  Militarily  Critical  Technologies  List,  its  energies,  up  to 
October  1,  1980  were  focused  on  producing  the  Initial  List  for  publication.  Some 
attention  was  paid  to  implementing  the  MCTL  and  institutionalizing  the  process  of 
assessing  critical  technologies,  but  these  considerations  were  given  lower  priority  than 
the  Congressionally  mandated  publication  of  the  Initial  List.  As  the  process  by  which  the 
Initial  List  was  developed  was  itself  untested,  it  was  reasonable  to  wait  until  its  product 
was  available  before  setting  out  a  strategy  for  institutionalizing  the  process  for  assessing 
critical  technologies.  It  is  now  appropriate,  based  on  the  experience  of  the  last  year,  to 
consider  how  best  to  institutionalize  this  process. 
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4.2  Continuation  of  List  Development 

It  was  recognized  by  DoD  that  the  Initial  MCTL  was  a  preliminary  step  in  a 
continuing  effort  to  identify  critical  technologies  for  export  control  purposes.  Hue  to 
constraints  of  time  and  personnel  availability,  not  all  of  the  technology  areas  that  DoD 
believed  to  contain  critical  technologies  were  included  in  this  initial  effort.  Moreover, 
further  efforts  will  be  required  in  those  technology  areas  included  in  the  initial  scope  to 
specify  the  identified  critical  technologies  in  sufficient  detail  to  meet  the  strictures  of 
the  EAA.i/ 

It  is  stated  in  the  EAA  that  the  MCTL  "shall  become  part  of  the  Commodity 
Control  List".  Therefore,  a  major  aspect  of  the  continuing  Defense  export  control 
program  will  have  to  be  directed  toward  integrating  the  MCTL  into  the  Commodity 
Control  List  (CCL).  Since  the  CCL  is  administered  by  the  Department  of  Commerce,  an 
inter-agency  effort  will  be  required  to  execute  this  task.  Nevertheless,  the  Department 
of  Defense  should  take  the  lead  in  this  task,  given  its  prime  role  in  producing  the  MCTL 
and  its  interest  in  seeing  it  adopted  on  an  inter-agenev  basis.  It  should  be  an  objective  of 
DoD  to  develop  a  strategy  for  making  the  MCTL  part  of  the  CCL  and  presenting  this 
strategy  to  DoC.  Based  on  DoD  initiative  an  implementation  plan  should  be  worked  out 
on  an  inter-agency  basis  for  integrating  the  MCTL  into  the  export  control  regulatory 
process. 


\J  The-  F.AA  states  the  list  "shall  be  sufficiently  specific  to  guide  the  determinations  of 
any  official  exercising  export  licensing  responsibilities  under  this  Act."  It  is  not 
clear  what  level  of  specificity  is  necessary  to  achieve  this  goal.  Presumably  the 
licensing  authorities  within  the  Departments  of  Commerce  and  Defense  would  have1 
to  agree  that  the  technology  definitions  are  sufficiently  specific  to  be  used  in  export 
license  processing.  No  procedures  have  been  established  thus  far  to  obtain  this 
agreement. 
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A  complicating  factor  for  export  control  is  the  necessity  for  United  States 
controls  to  be  coordinated  with  those  of  our  COCOM  allies.  The  Department  of  Defense 
recognizes  that  U.S.  efforts  to  control  the  export  of  technologies  is  not  likely  to  be 
successful  without  COCOM  support.  Obtaining  acceptance  of  critical  technologies 
within  COCOM  will  necessitate  negotiations  which  are  apt  to  be  protracted.  The  U.S. 
position  will  have  to  be  carefully  prepared  and  documented  in  order  to  obtain 
international  support. 


The  assessment  of  critical  technologies  should  become  part  of  the  on-going 
process  for  supporting  U.S.  efforts  to  gain  acceptance  for  the  control  of  critical 
technologies  within  the  COCOM  arena.  The  identification  of  critical  technologies  £er  se 
should  become  decreasingly  important,  however,  while  the  effort  to  prepare  COCOM 
proposals  on  critical  technologies  and  negotiate  the  proposals  within  COCOM  should 
steadily  expand.  The  review  and  maintainance  of  the  MCTL  to  take  into  account  changes 
in  technologies  and  their  application,  compared  to  the  effort  required  to  develop  the 
Initial  MCTL,  should  be  a  much  less  intense  activity,  and  be  carried  out  on  a  routine, 
periodic  basis. 


1  4.3  Defense  Export  Control  Program 

'!  l 


This  continuing  activity  by  DoD  to  incorporate  critical  technologies  into  the 
institutions  for  export  control  will  extend  into  1983.  As  summarized  in  Figure  4-1,  these 
activities  support  the  following  objectives: 


P 

0 

B 

B 


Develop  <Sc  Maintain  the  Militarily  Critical  Technologies' List  (MCTL) 
Incorporate  the  MCTL  into  the  DoD  Export  License  Review  Process 
Integrate  the  MCTL  into  the  U.S.  export  control  regulatory  process 
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Figure  4.1 
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Figure  4-1  shows  the  type  of  activities  that  need  to  be  conducted  over  the  next 
three  years  to  institutionalize  the  critical  technologies  approach  within  the  export 
control  process. 

As  shown  in  Figure  4.2,  which  illustrates  tne  timeline  for  the  DoD  export  controls 

program  development,  it  is  foreseen  that  the  thrust  of  this  overall  program  will  shift 

over  time  from  the  concern  with  identification  of  critical  technologies  to  the  effort  to 

gain  acceptance  in  the  international  arena  of  the  control  of  these  technologies. 

However,  it  should  be  noted  that  the  activities  receiving  heavy  emphasis  in  the  first  two 

years  will  still  need  to  be  supported  on  a  continuing,  albeit  a  reduced,  level  in  subsequent 

years.  The  functions  of  critical  technologies  identification,  their  utUization  in  the 

license  review  and  the  regulatory  process,  and  the  negotiation  with  U.S.  allies  to  obtain  a 
unified  position  to  protect  technologies  should  have  become  by  this  time  engrained  into 

the  export  control  institutions. 

4.4  Capabilities  Assessments 

The  analysis  of  foreign  capabilities  is  a  particular  aspect  of  the  assessment  of 
militarily  critical  technologies  that  has  proven  to  be  most  difficult  from  the  standpoint 
of  establishing  systematic  procedures  and  mechanisms  for  assessment.  There  is  a  need  to 
establish  an  organizational  responsibility  within  DoD  to  provide  such  assessments. 
However,  existing  resources  within  DoD  regarding  the  high  technology  capabilities  of 


other  nations  are  dispersed  and  not  easily  brought  together,  except  for  very  specific 
single-shot  analyses.  As  no  single  organization  appears  to  have  the  internal  assets 
available  to  devote  to  this  requirement,  the  question  is  how  to  tap  the  dispersed 
resources  both  within  and  outside  of  Don  to  perform  the  required  analyses. 

As  a  first  recommendation,  ODUSDR&EdP&T)  needs  to  establish  a  focal  point  for 
this  effort.  Its  options  for  assigning  this  focal  point  appear  to  be: 

-  an  individual  within  IP&T 

-  an  organization  within  one  of  the  Military  Services 

-  the  DIA 

-  an  outside  party  (IDA,  some  other  FCRC,  or  a  contractor) 

Of  these,  the  DIA  would  seem  to  be  the  most  able  to  tap  the  widest  variety  of  sources 
and  provide  the  greatest  amount  of  internal  support.  However,  there  might  be  political 
or  organizational  reasons  that  would  detract  from  DIA  serving  as  the  focal  point, 
particularly  if  considerable  involvement  with  information  sources  outside  the  U.S. 
Government  v/ould  be  required.  There  are  two  reasons  for  not  using  an  individual  within 
IP&T  as  the  focal  point:  personnel  are  already  severely  taxed  with  their  present 
assignments  and  IP&T  has  no  indigenous  capability  to  provide  the  information  required. 
While  individual  Services  have  specific  technical  expertise,  it  is  not  clear  whether  any 
one  Service  has  the  breadth  required  to  serve  as  the  focal  point,  or  whether  an  individual 
Service  filling  this  role  would  be  acceptable  from  an  organizational  standpoint,  both  in 
terms  of  coordinating  with  and  obtaining  the  cooperation  of  other  organizations. 
Problems  of  coordination  become  even  more  problematic,  if  organizations  outside  of 
DoD,  such  as  an  FCRC  or  other  contracting  organizations,  are  considered.  However, 
such  organizations  might  give  the  greatest  flexibility  as  far  as  tapping  a  variety  of 
resources  including  private  industry  and  the  academic  community. 
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Beyond  •  determining  a  focal  point,  a  second  recommendation  is  that 
ODUSDR&E0P&T)  must  develop  a  clear  tasking  on  the  assessments  it  requires.  Given 
the  scarcity  of  resources,  clear  statements  are  required  of  the  areas  of  technology,  the 
nations  whose  capabilities  are  to  be  assessed,  the  type  of  information  to  be  provided,  the 
time  frame  of  the  assessment  (e.g.,  snap  shot,  projection),  and  related  topics.  To  develop 
such  specifications  IP&T  needs  to  determine  how  the  assessments  will  be  utilized  in  the 
continuing  process  of  assessing  critical  technologies. 

Assessing  foreign  capabilities  is  a  task  requiring  the  ability  to  collect  and  evaluate 
a  large  amount  of  highly  technical  information  for  a  large  number  of  subjects.  While  a 
focal  point  for  this  effort  will  be  necessary,  it  will  also  require  an  extensive  support 
structure  for  conducting  the  assessments.  An  illustration  of  the  type  of  organization 
that  would  be  required  is  shown  in  Figure  4-3.  In  order  to  develop  the  foreign  technology 
capabilities  assessment  organization  needed  to  support  the  critical  technologies  process, 
ODUSDR&E  (IP&T)  should  meet  with  the  Services  and  the  DIA  to  evaluate  what  internal 
resources  are  available  and  determine  how  to  best  access  external  resources.  At  least 
until  a  single  focal  point  can  be  determined,  a  Foreign  Technology  Capabilities 
Assessment  Working  Group  should  be  convened  on  a  periodic  basis  by  the  director  of  the 
OSD  Critical  Technologies  Project  to  deal  with  the  problem  of  how  this  function  should 
be  performed. 


Figure  4.3 
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APPENDIX  A 


Export  Administration  Act  of  1979 
(Key  Sections) 


SHORT  TITLE 


Export 

Administration 
Act  of  1STJ. 


Section  1.  This  Act  may  be  cited  as  the  “Export  Administration 
Act  of  1979". 

FINDINGS 


50  USC  app.  2401 
note. 


Sec.  2.  The  Congress  makes  the  following  findings:  50  USC  app. 

(1)  The  ability  of  United  States  citizens  to  engage  in  interna-  2401- 
tional  commerce  is  a  fundamental  concern  of  United  States 
policy. 

(2)  Exports  contribute  significantly  to  the  economic  well-being 
of  the  United  States  and  the  stability  of  the  world  economy  by 
increasing  employment  and  production  in  the  United  States,  and 
by  strengthening  the  trade  balance  and  the  value  of  the  United 
States  dollar,  thereby  reducing  inflation.  The  restriction  of 
exports  from  the  United  States  can  have  serious  adverse  effects 
on  the  balance  of  payments  and  on  domestic  employment, 
particularly  when  restrictions  applied  by  the  United  Stales  are 
more  extensive  than  those  imposed  by  other  countries. 

(3)  It  is  important  for  the  national  interest  of  the  United  States 
that  both  the  private  sector  and  the  Federal  Government  place  a 
high  priority  on  exports,  which  would  strengthen  the  Nation’s 
economy. 

(4)  The  availability  of  certain  materials  at  home  and  abroad 
varies  so  that  the  quantity  and  composition  of  United  States 
exports  and  their  distribution  among  importing  countries  may 
affect  the  welfare  of  the  domestic  economy  and  may  have  an 
important  bearing  upon  fulfillment  of  the  foreign  policy  of  the 
United  States. 

(5)  Exports  of  goods  or  technology  without  regard  to  whether 
they  make  a  significant  contribution  to  the  military  potential  of 
individual  countries  or  combinations  of  countries  may  adversely 
affect  the  national  security  of  the  United  States. 

(6)  Uncertainty  of  export  control  policy  can  curtail  the  efforts 
of  American  business  to  the  detriment  of  the  overall  attempt  to 
improve  the  trade  balance  of  the  United  States. 

(7)  Unreasonable  restrictions  on  access  to  world  supplies  can 
cause  worldwide  political  i-nd  economic  instability,  interfere 
with  free  international  trade,  and  retard  the  growth  and  develop¬ 
ment  of  nations. 

(8)  It  is  important  that  the  administration  of  export  controls^ 
imposed  for  national  security  purposes  give  special  emphasis  to 
the  need  to  control  exports  of  technology  (and  goods  which 
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1  contribute  significantly  to  the  transfer  of  such  technology)  which 

could  make  a  significant  contribution  to  the  military  potential  of 
any  country  or  combination  of  countries  which  would  be  detri¬ 
mental  to  the  national  security  of  the  United  States. 

(9)  Minimization  of  restrictions  on  exports  of  agricultural 
commodities  and  products  is  of  critical  importance  to  the  mainte¬ 
nance  of  a  sound  agricultural  sector,  to  achievement  of  a  positive 
balance  of  payments,  to  reducing  the  level  of  Federal  expendi¬ 
tures  for  agricultural  support  programs,  and  to  United  States 
cooperation  in  efforts  to  eliminate  malnutrition  and  world 
hunger. 

DECLAUATION  OF  POLICY 

•jo  USC  app.  Sec.  3.  The  Congress  makes  the  following  declarations: 

I  (1)  It  is  the, policy  of  the  United  States  to  minimize  uncertain¬ 

ties  in  export  control  policy  and  to  encourage  trade  with  all 
countries  with  which  the  United  States  has  diplomatic  or  trading 
:  relations,  except  those  countries  with  which  such  trade  has  been 

,  determined  by  the  President  to  be  against  the  national  interest. 

(2)  It  is  the  policy  of  the  United  States  to  use  export  controls 
only  after  full  consideration  of  the  :mpact  on  the  economy  of  the 
'  United  States  and  only  to  the  extent  necessary — 

.  i  (A)  to  restrict  the  export  of  goods  and  technology  which 

would  make  a  significant  contribution  to  the  military  poten- 
»  tial  of  any  other  country  or  combination  of  countries  which 

.  would  prove  detrimental  to  the  national  security  of  the 

United  States; 

(3)  to  restrict  the  export  o,  ;oods  and  technology  where 
j  necessary  to  further  significantly  the  foreign  policy  of  the 

!  -  United  States  or  to  fulfill  its  declared  international  obliga- 

t  j  tions;  and 

j  (C)  to  restrict  the  export  of  goods  where  necessary  to 

1  protect  the  domestic  economy  from  the  excessive  drain  of 

scarce  materials  and  to  reduce  the  serious  inflationary 
impact  of  foreign  demand. 

;  (3)  It  is  the  policy  of  the  United  States  (A)  to  apply  any 

<  .  necessary  controls  to  the  maximum  extent  possible  in  coopera- 

i  tion  with  all  nations,  and  (B)  to  encourage  observance  of  a 

;  uniform  export  control  policy  by  all  nations  with  which  the 

5  United  States  has  defense  treaty  commitments. 

.■  (4)  It  is  the  policy  of  the  United  States  to  use  its  economic 
J  resources  and  trade  potential  to  further  the  sound  growth  and 

.  stability  of  its  economy  as  well  as  to  further  its  national  security 

and  foreign  policy  objectives. 

(5)  It  is  the  policy  of  the  U nited  States— 

(A)  to  o- pose  restrictive  trade  practices  or  boycotts  fos¬ 
tered  or  imposed  by  foreign  countries  against  other  countries 
friendly  to  the  United  States  or  against  any  United  States 
person; 

(B)  to  encourage  and,  in  specified  cases,  require  United 
States  persons  engaged  in  the  export  of  goods  or  technology 
or  other  information  to  refuse  to  take  actions,  including 
furnishing  information  or  entering  into  or  implementing 
agreements,  which  have  the  effect  of  furthering  or  support¬ 
ing  the  restrictive  trade  practices  or  boycotts  fostered  or 
imposed  by  any  foreign  country  against  a  country  friendly  to 
the  United  States  or  against  any  United  .States  person;  and 
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(C)  to  foster  international  coofH'ration  ami  the  develop¬ 
ment  of  international  rules  ■and  institutions  to  assure  rea¬ 
sonable  access  to  world  supplies. 

(C)  It  is  the  policy  of  the  United  States  that  the  desirability  of 
subjecting,  or  continuing  to  subject,  particular  goods  or  technol¬ 
ogy  or  other  information  to  United  States  export  controls  should 
be  subjected  to  review  by  and  consultation  with  representatives 
of  appropriate  United  States  Government  agencies  and  private 
industry. 

(7)  It  is  the  policy  of  the  United  States  to  use  export  controls, 

Including  license  fees,  to  secure  the  removal  by  foreign  countries 
of  restrictions  on  access  to  supplies  where  such  restrictions  have 
or  may  have  a  serious  domestic  inflationary  impact,  have  caused 
or  may  cause  a  serious  domestic  shortage,  or  have  been  imposed 
for  pur(>oscs  of  influencing  the  foreign  policy  of  the  United 
Stales,  in  effecting  this  policy,  the  President  shall  make  every 
reasonable  effort  to  secure  the  removal  or  reduction  of  such 
restrictions,  policies,  or  actions  through  international  coopera¬ 
tion  and  agreement  before  resorting  to  the  imposition  of  controls 
on  exports  from  the  United  States.  No  action  taken  in  fulfillment 
of  the  policy  set  forth  in  this  paragraph  shall  apply  to  the  export 
of  medicine  or  medical  supplies. 

(8)  It  is  the  policy  of  the  United  States  to  use  export  controls  to 
encourage  other  countries  to  take  immediate  steps  to  prevent  the 
use  of  their  territories  or  resources  to  aid,  encourage,  or  give 
sanctuary  to  those  persons  involved  in  directing,  supporting,  or 
participating  in  acts  of  international  terrorism.  To  achieve  this 
objective,  the  President  shall  make  every  reasonable  effort  to 
secure  the  removal  or  reduction  of  such  assistance  to  interna¬ 
tional  terrorists  through  international  cooperation  and  agree¬ 
ment  before  resorting  to  the  imposition  of  export  controls. 

(9)  It  is  the  policy  of  the  United  States  to  cooperate  with  other 
countries  with  which  the  United  States  has  defense  treaty 
commitments  in  restricting  the  export  of  goods  and  technology 
which  would  make  a  significant  contribution  to  the  military 
potential  of  any  country  or  combination  of  countries  which  would 
prove  detrimental  to  the  security  of  the  United  States  and  of 
those  countries  with  which  the  United  States  has  defense  treaty 
commitments. 

(10)  It  is  the  policy  of  the  United  States  that  export  trade  by 
United  States  citizens  be  given  a  high  priority  and  not  be 
controlled  except  when  such  controls  (A;  are  necessary  to  further 
fundamental  national  security,  foreign  policy,  or  short  supply 
objectives,  (B)  will  clearly  further  such  objectives,  and  (C)  are 
administered  consistent  with  basic  standards  of  due  process. 

(11)  It  is  the  policy  of  the  United  States  to  minimize  restrictions 
on  the  export  of  agricultural  commodities  and  products. 

CENERAL  PROVISIONS 

Sec.  4.  (a)  Types  of  Licenses. — Under  such  conditions  as  may  be  50  USC  app. 
imposed  by  the  Secretary  which  are  consistent  with  the  provisions  of  2W3- 
this  Act,  the  Secretary  may  require  any  of  the  following  types  of 
export  licenses: 

(1)  A  validated  license,  authorizing  a  specific  export,  issued 
pursuant  to  an  application  by  the  exporter. 

(2)  A  qualified  general  license,  authorizing  multiple  exports, 
issued  pursuant  to  an  application  by  the  exporter. 


I 


93  STAT.  006 


PUBLIC  LAW  96-72— SE1VI\  29,  1979  ■ 


i 

l 


(3)  A  general  license,  authorizing  cxporla,  without  application 
by  the  exporter. 

(4)  Such  other  licenses  as  may  assist  in  the  effective  ami 
efficient  implementation  of  this  Act. 

(b)  Commodity  Control  List. — The  Secretary  shall  establish  ami 
maintain  a  list  (hereinafter  in  this  Act  referred  to  as  the  “commodity 
control  list")  consisting  of  any  (;oods  or  technology  subject  to  export 
controls  under  this  Act. 

(c)  Foreign  Availability.' — In  accordance  with  the  provisions  of 
this  Act,  the  President  shall  not  impose  export  controls  for  foreign 
policy  or  national  security  purposes  on  the  export  from  the  United 
States  of  poods  or  technology  which  he  determines  are  available 
without  restriction  from  sources  outside  tiie  United  States  in  signifi¬ 
cant  quantities  and  comparable  in  quality  to  those  produced  in  the 
United  States,  unless  the  President  determines  that  adequate  evi¬ 
dence  has  been  presented  to  him  demonstrating  that  the  absence  of 
such  controls  would  prove  detrimental  to  the  foreign  policy  or 
national  security  of  tire  United  States. 

(d)  Right  or  Export.— No  authority  or  permission  to  export  may  be 
required  under  this  Act,  or  under  regulations  issued  under  this  Act, 
except  to  carry  out  the  policies  set  forth  in  section  3  of  this  Act. 

(e)  Delegation  of  Authority —The  President  may  delegate  the 
power,  authority,  and  discretion  conferred  upon  him  by  this  Act  to 
such  departments,  agencies,  or  officials  of  the  Government  as  he  may 
consider  appropriate,  except  that  no  authority  under  this  Act  may  be 
delegated  to,  or  exerciser*  by,  any  official  of  any  department  or  agency 
the  head  of  which  is  not  appointed  by  the  President,  by  and  with  the 
advice  and  consent  of  the  Senate.  The  President  may  hot  delegate  or 
transfer  his  power,  authority,  and  discretion  to  overrule  or  modify 
any  recommendation  or  decision  made  by  the  Secretary,  the  Secre¬ 
tary  of  Defense,  or  the  Secretary  of  State  pursuant  to  the  provisions 
of  this  Act. 

(0  Notification  of  the  Puulic;  Consultation  With  Business  — 
The  Secretary  shall  keep  the  public  fully  apprised  of  changes  in 
export  control  policy  and  procedures  instituted  in  conformity  with 
this  Act  with  a  view  to  encouraging  trade.  The  Secretary  shall  meet 
regularly  with  representatives" of  the  business  sector' in  order  to 
obtain  their  views  on  export  control  poMcy  and  the  foreign  availabil¬ 
ity  of  goods  and  technology. 
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Sec.  S  (a)  Authority.— (1)  In  order  to  carry  out  the  policy  set  forth 
in  section  3(2)(A)  of  this  Act,  the  President  may,  in  accordance  with 
the  provisions  of  this  section,  prohibit  or  curtail  the  export  of  any 
goods  or  technology  subject  to  the  jurisdiction  of  the  United  States  or 
exported  by  any  person  subject  to  the  jurisdiction  of  the  United 
States.  The  authority  contained  in  this  subsection  shall  be  exercised 
by  the  Secretary,  in  consultation  with  the  Secretary  of  Defense,  and 
such  other  departments  and  agencies  as  the  Secretary  considers 
appropriate,  and  shall  be  implemented  by  means  of  export  licenses 
described  in  section  -Ha)  of  this  Act. 

(2XA)  Whenever  the  Secretary  makes  any  revision  with  respect  to 
any  goods  or  technology,  or  with  respect  to  the  countries  or  destina¬ 
tions,  affected  by  export  controls  imposed  under  this  section,  the 
Secretary  shall  publish  in  the  Federal  Register  a  notice  of  such 
revision  and  shall  specify  in  such  notice  that  the  revision  relates  to 
controls  imposed  under  the  authority  contained  in  this  section. 


PUBLIC  LAW  9G-72— -SEPT.  29. 1979 


93  STAT.  f)07 


(B)  Whenever  the  Secretary  denies  any  export  license  under  this  K*|w«t  lin-nso 
section,  the  Secretary  shall  specify  in  the  notice  to  the  applicant  of  notin', 

the  denial  of  such  license  that  the  license  was  denied  under  the 
authority  contained  in  this  section.  The  Secretary  shall  also  include 
in  such  notice  what,  if  any,  modifications  in  or  restrictions  on  the 
floods  or  technology  for  which  the  license  was  souflht  would  allow 
such  CNj>ort  to  he  compatible  with  controls  imposts!  under  tin's 
section,  or  the  Secretary  shall  indicate  in  such  notice  which  officers 
and  employees  of  the  Department  of  Commerce  who  are  famiiiar  with 
the  application  will  be  made  reasonably  available  to  the  applicant,  for 
consultation  with  regard  to  such  modifications  or  restriction,  if 
appropriate. 

(3)  In  issuinfl  regulations  to  carry  out  this  section,  particular  Kwtulsitory 
attention  shall  he  given  to  the  difficulty  of  devising  effective  safe-  ^‘^'i:uar<ls  for 
guards  to  prevent  a  country  that  poses  a  threat  to  the  security  of  the  u  ‘  •  •socurit>'- 
United  Stales  from  diverting  critical  technologies  to  military  use,  the 
difficulty  of  devising  effective  safeguai  ds  to  protect  critical  goods,  and 
the  need  to  take  effective  measures  to  prevent  the  reexport  of  critical 
technologies  from  other  countries  to  countries  that  pose  a  threat  to 
the  security  of  the  United  States.  Such  regulations  shall  not  be  based 
upon  the  assumption  that  such  effective  safeguards  can  be  devised. 

(b)  Policy  Toward  Individual  Countries.— In  administering 
export  controls  for  national  security  purposes  under  this  section, 

United  States  policy  toward  individual  countries  shall  not  be  deter¬ 
mined  exclusively  on  the  basis  of  a  country’s  Communist  or  non- 
Communist  status  but  shall  take  into  account  such  factors  as  the 
country's  present  and  potential  relationship  to  the  United  States,  its 
present  and  potential  relationship  to  countries  friendly  or  hostile  to 
the  United  States,  its  ability  and  willingness  to  controfretransfers  of 
United  States  exports  in  accordance  with  United  States  policy,  and 
such  other  factors  as  the  President  considers  appropriate/The  Presi¬ 
dent  shall  review  not  less  frequently  than  every  three  years  in  the 
case  of  controls  maintained  cooperatively  with  other  nations,  and 
annually  in  the  case  of  all  other  controls,  United  States  policy  toward 
individual  countries  to  determine  whether  such  policy  is  appropriate 
in  light  of  the  factors  specified  in  the  preceding  sentence. 

(c)  Control  List.— (!)  The  Secretary'  shall  establish  and  maintain, 
as  part  of  the  commodity  control  list,  a  list  of  all  goods  and  technology 
subject  to  export  controls  under  this  section.  Such  goods  and  technol¬ 
ogy  shall  be  clearly  identified  as  being  subject  to  controls  under  this 
section. 

(2)  The  Secretary  of  Defense  and  other  appropriate  departments 
and  agencies  shall  identify  goods  and  technology  for  inclusion  on  the 
list  referred  to  in  paragraph  (1).  Those  items  which  the  Secretary  and 
the  Secretary  of  Defense  concur  shall  be  subject  to  export  controls 
under  this  section  shall  comprise  such  list.  If  the  Secretary  and  the 
Secretary  of  Defense  are  unable  to  concur  on  such  items,  the  matter 
shaP  be  referred  to  the  President  for  resolution. 

(3)  The  Secretary  shall  issue  regulations  providing  for  review  of  the  Riculations. 
list  established  pursuant  to  this  subsection  not  less  frequently  than 

every  3  years  in  the  case  of  controls  maintained  cooperatively  with 
other  countries,  and  annually  in  the  case  of  all  other  controls,  in 
order  to  carry  out  the  policy  set  forth  in  section  3(2XA)  and  the 
provisions  of  this  section,  and  for  the  prompt  issuance  of  such  Submittal  of 
revisions  of  the  list  as  may  be  necessary.  Such  regulations  shall  written  data, 
provide  interested  Government  agencies  and  other  affected  or  poten-  aliments 
lially  affected  parties  with  opportunity,  during  such  review,  to 
submit  written  data,  views,  or  arguments,  with  or  without  oral 
presentation.  Such  regulations  shall  further  provide  that,  as  part  of 
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euch  review,  nn  assessment  be  made  of  the  availability  from  sources 
outside  the  United  States,  or  anv  of  its  territories  or  possessions,  of 
Roods  anti  technology  comparable  to  those  contiolled  under- this 
section.  The  Secretary  and  tiny  ni’.ency  rendering  advise  with  respect 
to  export  controls  shall  keep  adequate  records  of  all  decisions  made 
with  respect  to  revision  of  the  list  of  controlled  poods  and  technology, 
including  the  factual  and  analytical  basis  for  the  decision,  and,  in  l  lie 
case  of  the  Secretary,  any  dissenting  recommendations  received  from 
any  agency. 

(d)  Mimtaiuly  Chitioai. Ti:ciinoi.ooiks. — (UTlie  Secretary,  in  con¬ 
sultation  with  the  Secretary  of  Defense,  shall  review  and  revise  the 
list  established  pursuant  to  subsection  (cl,  as  prescribed  in  paragraph 
(3)  of  such  subsection,  for  the  [Jut-pose  of  insuring  that  export  controls 
imposed  under  this  section  cover  and  (to  the  maximum  extent, 
consistent  with  the  purposes  of  this  Act)  are  limited  to  militarily 
critical  poods  and  technologies  and  the  mechanisms  through  which 
such  goods  and  technologies  may  be  effectively  transferred. 

(2)  The  Secretary  of  Defense  shall  bear  primary  responsibility  for 
developing  a  list  of  militarily  critical  technologies.  In  developing  such 
list,  primary  emphasis  shall  be  given  to— 

(A)  arrays  of  design  and  manufacturing  know-how, 

(B)  keystone  manufacturing,  inspection,  and  test  equipment, 
and 

(C)  poods  accompanied  by  sophisticated  operation,  application, 
or  maintenance  know-how, 

which  are  not  possessed  by  countries  to  which  exports  are  controlled 
under  this  section  and  which,  if  exported,  would  permit  a  significant 
advance  in  a  military  system  of  any  such  country. 

(3)  The  fist  referred  to  in  paragraph  (2)  shall  be  sufficiently  specific 
to  guide  the  determinations  of  any  official  exercising  export  licensing 
responsibilities  under  this  Act. 

(4)  The  initial  version  of  the  fist  referred  to  in  paragraph  (2)  shall  be 
completed  and  published  in  an  appropriate  form  in  the  Federal 
Register  not  later  than  October  1, 1950. 

(o)  The  fist  of  militarily  critical  technologies  developed  primarily 
by  the  Secretary  of  Defense  pursuant  to  paragraph  (2)  shall  become  a 
part  of  the  commodity  control  fist,  subject  to  the  provisions  of 
subsection  (c)  of  this  sec  tion. 

(6)  The  Secretary  of  Defense  shall  report  annually  to  the  Congress 
on  actions  taken  to  carry  cut  this  subsection. 

(e)  Export  Licenses.— (1)  The  Congress  finds  that  the  effectiveness 
and  efficiency  of  the  process  of  making  export  licensing  determina-r 
tions  under  this  section  is  severely  hampered  by  the  large  volume  of 
validated  export  license  applications  required  to  be  submitted  under 
this  Act.  Accordingly,  it  is  the  intent  of  Congress  in  this  subsection  to 
encourage  the  use  of  a  qualified  general  license  in  lieu  of  a  validated 
license. 

(2)  To  the  maximum  extent  practicable,  consistent  with  the 
national  security  of  the  United  States,  the  Secretary  shall  inquire  a 
validated  license  under  this  section  for  the  export  of  goods  or 
technolrgy  only  if— 

(A)  the  export  of  such  goods  or  technology  is  restricted  pursu¬ 
ant  to  n  multilateral  agreement,  formal  or  informal,  to  which  the 
United  States  is  a  party  and,  under  the  terms  of  such  multi¬ 
lateral  agreement,  such  export  requires  the  specific  approval  of 
the  parties  to  such  multilateral  agreement; 

(B)  with  respect  to  such  poods  or  technology,  other  nations  do 
not  possess  capabilities  comparable  to  those  possessed  by  the 
United  States;  or 
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(C)  the  United  States  is  seek  in/;  the  agreement  of  other 
suppliers  to  a|>]>ly  comparable  controls  to  such  goods  or  technol¬ 
ogy  and,  in  the  judgment.  of  the  Secretary,  United  States  export 
controls  on  such  goods  or  technology,  hy  means  of  such  license, 
nre  necessary  pending  the  conclusion  of  such  agreement. 

(3)  To  the  maximum  extent  practicable,  consistent  with  the  Qualified 
national  security  of  the  United  States,  the  Secretary  shall  require  a 
qualified  general  license,  in  lieu  of  a  validated  license,  under  this 
section  for  the  export  of  goods  or  technology  if  the  export  of  such 

goods  or  technology  is  restricted  pursuant  to  a  multilateral  agree¬ 
ment,  formal  or  informal,  to  which  the  United  States  is  a  party,  hut 
such  export  does  not  require  the  specific  approval  of  the  parties  to 
such  multilateral  agreement. 

(4)  Not  later  than  July  1,  1!W0,  the  Secretary  shall  establish 
procedures  for  the  approval  of  goods  and  technology  that  may  be 
exported  pursuant  to  a  qualified  /tenoral  license. 

(0  Foreign  Avaii.ahii.ity.— ll)  The  Secretary,  in  consultation  with  Review, 
appropriate  Government  agencies  and  with  appropriate  technical 
advisory  committees  established  pursuant  to  subsection  ih>  of  this 
section,  shall  review,  on  a  continuing  basis,  the  availability,  to 
countries  to  which  exports  are  controlled  under  this  section,  from 
sources  outside  the  United  States,  including  countries  which  partici¬ 
pate  with  the  United  States  in  multilateral  export  controls,  of  any 
goods  or  technology  the  export  of  which  requires  a  validated  license 
under  this  section.  In  any  case  in  which  the  Secretary  determines,  in 
accordance  with  procedures  and  criteria  which  the  Secretary  shall  by 
regulation  establish,  that  any  such  goods  or  technology  are  available 
in  fact  to  such  destinations  from  such  sources  in  sufficient  quantity 
and  of  sufficient  quality  so  that  the  requirement  of  a  validated  license 
for  the  export  of  such  goods  or  technology  is  or  would  be  ineffective  in 
achieving  the  purpose  set  forth  in  subsection  (a)  of  this  section,  the 
Secretary  may  not,  after  the  determination  is  made,  require  a 
validated  license  for  the  export  of  such  goods  or  technology  during 
the  period  of  such  foreign  availability,  unless  the  President  deter¬ 
mines  that  the  absence  of  expert  controls  under  this  section  would 
prove  detrimental  to  the  national  security  of  the  United  States.  In  Export  controls 
any  case  in  which  the  President  determines  that  export  controls  maintenance, 
under  this  section  must  be  maintained  notwithstanding  foreign 
availability,  the  Secretary  shall  publish  that  determination  together  ' 
with  a  concise  statement  of  its  basis,  and  the  estimated  economic 
impact  of  the  decision. 

#  (2)  The  Secretary  shall  approve  any  application  for  a  validated  Validated 
license  which  is  required  under  this  section  for  the  export  of  any  liccnse  approval, 
goods  or  technology  to  a  particular  country  and  which  meets  all  other 
requirements  for  such  an  application,  if  the  Secretary  determines 
that  such  goods  or  technology  will,  if  the  license  is  denied,,  be 
available  in  fact  to  such  country  from  sources  outside  the  United  . 

States,  including  countries  which  participate  with  the  United  States 
in  multilateral  export  controls,  in  sufficient  quantity  and  of  sufficient 
quality  so  that  denial  of  the  license  would  be  ineffective  in  achieving 
the  purpose  set  forth  in  subsection  ta)  of  this  section,  subject  to  the 
exception  set  forth  in  paragraph  (1)  of  this  subsection.  In  any  case  in 
which  the  Secretary  makes  a  determination  of  foreign  availability 
under  this  paragraph  with  respect  to  any  goods  or  technology,  the 
Secretary  shall  determine  whether  a  determination  of  foreign  avail¬ 
ability  under  paragraph  (1/  with  respect  to  such  goods  or  technology 
is  warranted. 

(3)  With  respect  to  export  controls  imposed  under  this  section,  any 
determination  of  foreign  availability  which  is  the  basis  of  a  decision 
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to  grant  a  license  for,  or  to  remove  a  control  on,  the  export  of  a  pood  or 
technology,  shall  he  matin  in  writ  ini;  and  shall  he  supported  by 
reliable  evidence,  inciudini;  scientific  or  physical  examination,  expert 
opinion  based  upon  adequate  factual  information,  or  inti-Hiia-nco 
information,  in  assessing  foteign  availability  with  respect  to  license 
applications,  uncorroborated  representations  by  applicants  shall  not 
be  deetned  sufficient  evidence  of  foreign  availability. 

(4)  In  any  case  in  which,  in  accordance  with  this  subsection,  export 
controls  are  imposed  under  this  section  notwithstanding  foreign 
availability,  the  President,  shall  take  steps  to  initiate  negotiations 
with  the  governments  of  the  appropriate  foicign  countries  for  the 
purpose  of  eliminating  such  availability.  Whenever  the  President  has 
reason  to  believe  goods  or  technology  subject  to  export  control  for 
national  security  purposes  by  the  United  States  may  become  availa¬ 
ble  from  other  countries  to  countries  to  which  exports  are  controlled 
under  this  section  and  that  such  availability  can  be.  prevented  or 
eliminated  by  means  of  negotiations  with  such  other  countries,  the 
President  shall  promptly  initiate  negotiations  with  the  governments 
of  such  other  countries  to  prevent  such  foreign  availability. 

(5)  In  order  to  further  carry  out  the  policies  set  forth  in  this  Act,  the 
Secretary  shall  establish,  within  the  Office  of  Export  Administration 
of  the  Department  of  Commerce,  a  capability  to  monitor  and  gather 
information  with  respect  to  the  foreign  availability  of  any  goods  or 
technology  subject  to  export  controls  under  this  Act. 

(G)  Each  department  or  agency  of  the  United  States  with  responsi¬ 
bilities  with  respect  to  export  controls,  including  intelligence  agen¬ 
cies,  shall',  consistent  with  the  protection  of  intelligence  sources  and 
methods,  furnish  information  to  the  Office  of  Export  Administration 
concerning  foreign  availability  of  goods  and  technology  subject  to 
export  controls  under  this  Act,  and  such  Office,  upon  request  or 
where  appropriate,  shall  furnish  to  such  departments  and  agencies 
the  information  it  gathers  and  receives  concerning  foreign 
availability. 

(g)  Indexing.— In  order  to  ensure  that  requirements  for  validated 
licenses  and  qualified  general  licenses  are  periodically  removed  as 
goods  or  technology*  subject  to  such  requirements  become  obsolete 
with  respect  to  the  national  security  of  the  United  States,  regulations 
issued  by  the  Secretary  may,  where  appropriate,  provide  fo*r  annual 
increases  in  the  performance  levels  of  goods  or  technology  subject  to 
any  such  licensing  requirement.  Any  such  goods  or  technology’  which 
no  longer  meet  the  performance  levels  established  by  the  latest  such 
increase  shall  be  removed  from  the  list  established  pursuant  to 
subsection  (c)  of  this  section  unless,  under  such  exceptions  and  under 
such  procedures  as  the  Secretary  shall  prescribe,  any  other  depart¬ 
ment  or  agency  of  the  United  States  objects  to  such  removal  and  the 
Secretary  determines,  on  the  basts  of  such  objection,  that  the  goods  or 
technology  shall  not  be  removed  from  the  list.  The  Secretary  shall 
also  consider,  where  appropriate,  removing  site  visitation  require¬ 
ments  for  goods  and  technology  which  are  removed  from  the  list 
unless  objections  described  in  this  subsection  are  raised. 

(h)  Technical  Advisory  Committees.— (1)  Upon  written  request  by 
representatives  of  a  substantial  segment  of  any  Industry  which 
produces,  any  goods  or  technology  subject  to  export  controls  under 
this  section  or  being  considered’  for  such  controls  because  of  their 
significance  to  the  national  security  of  the  Unitec’  States,  the  Secre¬ 
tary  shall  appoint  a  technical  advisory  committee  for  any  such  goods 
or  technology  which  the  Secretary  determines  are  difficult  to  evalu¬ 
ate  because  of  questions  concerning  technical  matters,  worldwide 
availability,  and  actual  utilization  of  production  and  technology,  or 
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licensing  procedures.  Each  such  committee  shall  consist  of  repre¬ 
sentatives  of  United  States  industry  and  Government.  including  the 
Departments  of  Commerce,  Defense,  and  Slat*'  and.  in  the  discu-tiou 
of  the  Secretary,  other  Government  departments  and  agencies.  No 
person  Servian  on  any  such  committee  who  is  a  rcpiesentative  of 
industry  shall  serve  on  such  committee  for  more  than  four  consecu¬ 
tive  years. 

(2)  Technical  advisory  committees  established  under  paragraph  (1) 
shall  advise  and  assist  the  Secretary,  the  Secretary  of  Defense,  and 
any  other  department,  agency,  or  official  of  the  Government  of  the 
United  States  to  which  the  President  delegates  authority  under  this 
Act,  with  respect  to  actions  designed  to  carry  out  the  policy  set  forth 
in  section  3<2)(A)  of  this  Act.  Such  committees,  where  they  have 
expertise  in  such  matters,  shall  be  consulted  with  respect  to  questions 
involving  (A)  technical  matters,  (B)  worldwide  availability  and  actual 
.utilization  of  production  technology,  <C)  licensing  procedures  which 
affect  the  level  of  export  controls  applicable  to  any  goods  or  technol¬ 
ogy,  and  (D)  exports  subject  to  multilateral  controls  in  which  the 
United  States  participates,  including  proposed  revisions  of  any  such 
multilateral  controls.  Nothing  in  this  subsection  shall  prevent  the 
Secretary  or  the  Secretary  of  Defense  from  consulting,  at  any  time, 
with  any  person  representing  industry  or  the  general  public,  regard¬ 
less  of  whether  such  person  is  a  member  of  a  technical  advisory 
committee.  Members  of  the  public  shall  be  given  a  reasonable 
opportunity,  pursuant  to  regulations  prescribed  by  the  Secretary,  to 
present  evidence  to  such  committees. 

(3)  Upon  request  of  any  member  of  any  such  committee,  the 
Secretary  may,  if  the  Secretary  determines  it  appropriate,  reimburse 
such  member  for  travel,  subsistence,  and  other  necessary  expenses 
incurred  by  such  member  in  connection  with  the  duties  of  such 
member. 

(4)  Each  such  committee  shall  elect  a  chairman,  and  shall  meet  at 
least  every  three  months  at  the  call  of  the  chairman,  unless  the 
chairman  determines,  in  consultation  with  the  other  members  of  the 
committee,  that  such  a  meeting  is  not  necessary  to  achieve  the 
purposes  of  this  subsection.  Each  such  committee  shall  be  terminated 
after  a  period  of  2  years,  unless  extended  by  the  Secretary  for 
additional  periods  of  2  years.  The  Secretary  shall  consult  each  such 
committee  with  respect  to  such  termination  or  extension  of  that 
committee. 

(5)  To  facilitate  the  work  of  the  technical  advisory  committees,  the 
Secretary,  in  conjunction  with  other- departments  and  agencies  par¬ 
ticipating  in  the  administration  of  this  Act.  shall  disclose  io  each  such 
committee  adequate  information,  consistent  with  national  security, 
pertaining  to  the  reasons  for  the  export  controls  which  are  in  effect  or 
contemplated  for  the  goods  or  technology  with  respect  to  which  that 
committee  furnishes  advice. 

(6)  Whenever  a  technical  advisory'  committee  certifies  to  the 
Secretary  that  goods  or  technology  with  respect  to  which  such 
committee  was  appointed  have  become  available  in  fact,  to  countries 
to  which  exports  are  controlled  under  this  section,  from  sources 
outside  the  United  States,  including  countries  which  participate  with 
the  United  States  in  multilateral  export  controls,  in  sufficient 
quantity  and  of  sufficient  quality  so  that  requiring  a  validated  license 
for  the  export  of  such  goods  or  technology  would  be  ineffective  in 
achieving  the  purpose  set  forth  in  subsection  (a)  of  this  section,  and 
provides  adequate  documentation  for  such  certification,  in  accord¬ 
ance  with  the  procedures  established  pursuant  to  subsection  (0(1)  of 
this  section,  the  Secretary  shall  investigate  such  availability,  and  if 
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such  availability  is  verified,  the  Secretary  sh:il!  remove  the  reijuir**- 
merit  of  a  validated  license  for  the  export  of  the  p.ood:;  or  technology , 
unless  the  1 ’resident  determines  that  the  absence  of  export  control:! 
under  this  .section  would  prove  detrimental  to  the  national  security  of 
Octcrminniiun,  the  United  States.  In  any  case  in  winch  the  President  doloi  mines  that 
publication  export  controls  under  this  section  must  he  maintained  notwithstand¬ 
ing  foreign  availability,  the  Secretary  shall  publish  that  determina¬ 
tion  together  with  a  concise  statement  of  its  basis  and  the  estimated 
economic  impact  of  thr>  decision. 

CoorditKiiinn  (j)  Multilateral  Kxi'Ort  Controls.— -The  President,  shall  enter 
funcHons1’  into  negotiations  with  the  governments  participating  in  tin  group 
known  as  the  Coordinating  Committee  (hereinafter  in  thi.-i  ubsootion 
referred  to  as  the  '‘Committee’’)  with  a  view  toward  accomplishing 
the  following  objectives: 

(1)  Agreement  to  publish  the  list  of  items  controlled  for  export 
by  agreement  of  the  Committee,  together  with  all  notes,  under¬ 
standings,  and  other  aspects  of  such  agreement  of  the  Commit¬ 
tee,  and  all  changes  thereto. 

(2)  Agreement  to  hold  periodic  meetings  with  high-level  repre¬ 
sentatives  of  such  governments,  for  the  purpose  of  discussing 
export  control  policy  issues  and  issuing  policy  guidance  to  the 
Committee. 

(3)  Agreement  to  reduce  the  scope  of  the  export  controls 
imposed  by  agreement  of  the  Committee  to  a  level  acceptable  to 
ana  enforceable  by  all  governments  participating  in  the 
Committee. 

(4)  Agreement  on  more  effective  procedures  for  enforcing  the 
export  controls  agreed  to  pursuant  to  paragraph  (3). 

(j)  Commercial  Agreements  With  Certain  Countries.— (1)  Any 
United  States  firm,  enterprise,  or  other  nongovernmental  entity 
which,  for  commercial  purposes,  enters  into  any  agreement  with  any 

.  agency  of  the  government  of  a  country  to  which  exports  arc  restricted 

for  national  security  purposes,  which  agreement  cites  an  intergovern¬ 
mental  agreement  (to  which  the  United  States  and  such  country  are 
parties)  calling  for  the  encouragement  of  technical  cooperation  and  is 
intended  to  result  in  the  export  from  the  United  States  to  the  other 
party  of  unpublished  technical  data  of  United  States  origin,  shall 
report  the  agreement  with  such  agency  to  the  Secretary. 

(2)  The  provisions  of  paragraph  (i)  shall  not  apply  to  colleges, 
universities,  or  other  educational  institutions. 

(k)  Negotiations  With  Other  Countries.— The  Secretary  of 
State*  in  consultation  with  the  Secretary  of  Defense,  the  Secretary  of 
Commerce,  .and  the  heads  of  other  appropriate  departments  and 
agencies,  shall  be  responsible  for  conducting  negotiations  with  other 
countries  regarding  their  cooperation  in  restricting  the  export  of 
goods  and  technology  in  order  to  carry  out  the  policy  set  forth  in 
section  3(9)  of  this  Act,  as  authorized  by  subsection  (a)  of  this  section, 
including  negotiations  with  respect  to  which  goods  and  technology 
should  be  subject  to  multilaterally  agreed  export  restrictions  and 
what  conditions  should  apply  for  exceptions  from  those  restrictions. 

0)  Diversion  to  Military 'Use  of  Controlled  Goods  or  Teciinol-  - 
OGY. — (1)  Whenever  there  is  reliable  evidence  that  goods  or  technol¬ 
ogy,  which  were  exported  subject  to  national  security  controls  under 
this  section  to  a  country  to  which  exports  are  controlled  for  national 
security  purposes,  have  been  diverted  to  significant  military  use  in 
violation  of  the  conditions  of  an  export  license,  the  Secretary  for  as 
long  as  that  diversion  to  significant  military  use  continues — 

(A)  shall  deny  all  further  exports  to  the  party  responsible  for 
that  diversion  of  any  goods  or  technology  subject  to  national 
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security  controls  under  this  sect  ion  which  contribute  to  that 
particular  military  use,  regardless  of  whether  such  goods  or 
technology  are  available  to  that  country  from  sources  outside  the 
United  Suites;  and 

OD  may  take  such  additional  steps  under  this  Act  with  res{>eot 
to  the  party  referred  to  in  subparagraph  (A)  as  are  feasible  to 
deter  the  further  military  use  of  the  previously  exported  goods  or 
technology. 

(2)  As  used  in  this  subsection,  (he  terms  “diversion  to  significant  "l)iv>-r.nm  t<> 
military  use”  and  “significant  military  use"  means  the  use  of  United  :'l|:|l,lll‘'-l,it  .. 
States  goods  or  technology  to  design  or  produce  any  item  on  the 
United  States  Munitions  List.  ■  milit.-uy  uh'""’ 

FonncN  i-oucY  controls 

Sec.  6.  (a)  Aunionm’. — (1)  In  order  to  carry  out  the  policy  set  forth  f»0  USC  app 
in  paragraph  (2X11),  (7),  or  (8)  of  section  2  of  this  Act,  the  President  “'l0"- 
may  prohibit  or  curtail  the  exporLition  of  any  goods,  technology,  or 
other  information  subject  to  the  jurisdiction  of  the  United  States  or 
exported  by  any  parson  subject  to  the  jurisdiction  of  the  United 
States,  to  the  extent  necessary  to  further  significantly  the  foreign 
policy  of  the  United  States  or  to  fulfill  its  declared  international 
obligations.  The  authority  granted  by  this  subsection  shall  be  exer¬ 
cised  by  the  Secretary,  in  consultation  with  the  Secretary  of  Stale 
and  such  other  departments  and  agencies  as  the  Secretary  considers 
appropriate,  and  shall  be  implemented  by  means  of  export  licenses 
issued  by  the  Secretary. 

(2)  Export  controls  maintained  for  foreign  policy  purposes  shall  Expiration  date, 
expire  on  December  31, 1979,  or  one  year  after  imposition,  whichever 

is  later,  unless  extended  by  the  President  in  accordance  with  subsec¬ 
tions  (b)  and  (e).  Any  such  extension  and  any  subsequent  extension 
shall  not  be  for  a  period  of  more  than  one  year. 

(3)  Whenever  the  Secretary  denies  any  export  license  under  this  Export  license 
subsection,  the  Secretary  shall  specify  in  the  notice  to  the  applicant  of  de,,ial 

the  denial  of  such  license  that  the  license  was  denied  under  the 
authority  contained  in  this  subsection,  and  the  reasons  for  such 
denial,  with  reference  to  the  criteria  set  forth  in  subsection  (b)  of  this 
section.  The  Secretary’  shall  also  include  in  such  notice  what,  if  anv, 
modifications  in  or  restrictions  on  the  goods  or  technology  for  which 
the  license  was  sought  would  allow  such  export  to  be  compatible  with 
controls  implemented  under  this  section,  or  the  Secretary  shall 
indicate  in  such  notice  wliich  officers  and  employees  of  the  depart¬ 
ment  of  Commerce  who  are  familiar  with  the  application  will  be 
made  reasonably  available  to  the  applicant  for  consultation  with 
regard  to  such  modifications  or  restrictions,  if  appropriate. 

(4)  In  accordance  with  the  provisions  of  section  10  of  this  Act,  the  Export  licoui-e 
Secretary  of  State  shall  have  the  right  to  review  any  export  license  npptication. 
application  under  this  section  which  the  Secretary  of  State  requests  rvv,L‘w’ 

to  review. 

(b)  Criteria, — When  imposing,  expanding,  or  extending  export 
controls  under  this  section,  the  President  shall  consider — 

(1)  the  probability  that  such  controls  will  achieve  the  intended 
foreign  policy  purpose,  in  light  of  other  factors,  including  the 
availability  from  other  countries  of  the  goods  or  technology 
proposed  for  such  controls; 

(2)  the  compatibility  of  the  proposed  controls  with  the  foreign 
policy  objectives  of  the  United  States,  including  the  effort  to 
counter  international  terrorism,  and  with  overall  United  States 
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THE  SECRETARY  OF  DEFENSE. 

W  A  SMI  HOT  ON.  O  C.  20301  . 

AUG  8  G  1377 

KEHORANOUK  FOR  THE  SECRETARIES  OF  THE  MILITARY  DEPARTMENTS 
CHAIRMAN,  JOINT  CHIEFS  OF  STAFF 
DIRECTOR,  DEFENSE  RESEARCH  C  ENGINEERING 
ASSISTANT  SECRETARY  OF  DEFENSE  (COMPTROLLER) 

ASSISTANT  SECRETARY  OF  DEFENSE  (INTERNATIONAL 
SECURITY  AFFAIRS) 

GENERAL  COUNSEL  OF  THE  DEPARTMENT  OF  DEFENSE 
ASSISTAIFT  TO  THE  SECRETARY  FOP.  ATOMIC  ENERGY 
DIRECTOR,  DEFENSE  ADVANCED  RESEARCH  PROJECTS  AGENCY 
DIRECTOR,  DEFENSE  INTELLIGENCE -AGENCY 
DIRECTOR,  POLICY  REVIEW 

SUBJECT:  Interim  DoO  Pol  icy  -S  ta  cement  on  Export  Control  of  United 
States  Technology 

1 .  Purpose. 

.  This  memorandum  of  policy  sets  forth  the  definitions  and  provides  interim 
Internal  guidance  to  the  Department  of  Defense  with  regard  to  the  CoD  role 
in  support  of  US  Government  efforts  to  control  exports  of  critical  US 
technology  and  related  products. 

2.  .  Backg round 

•  US  policy  on  international  trade  consists  of  two  elements  that  are  not 
always  reconcilable:  1)  to  promote  traJe  and  commerce  with  other  nations, 
and  2)  to  control  exports  of  goods  and  technology  which  could  make  a  signi¬ 
ficant  contribution  to  the  military  potential  of  any  other  nation  or  nations 
when  this  would  prove  detrimental  to  the  national  security  of  the  United 
States.  While  the  Defense  Department's  chief  concern  is  with  the  second 
of  these  goals,  it  must  discharge  its  concern  without  restricting  US  trade 
and  exports  any  more  than  necessary. 

Defense's  primary  objective  in  the  control  of  exports  of  US ' technology 
Is  to  protect  the  United  States'  leao  time  relative  to  its  principal  fdver- 
saries  In  the  application  of  technology  to  mi  1  i  tary ‘espobi 1 i t i as  .  This  lead 
time  is  to  be  protected  and  maintained  as  long  as  is  practical,  in  order  to 
provide  time  for  the  replenishment  of  technology  through  new  research  and 
development.  In  addition,  it  i^,  in  the  national  interest  not  to  make  it 
easy  for  any  country  to  advance  its  technology  in  ways  that  could  be 
detrimental  to  US  interests.  These  controls,  however,  arc  to  be  anMi.cd 
so  as  to  result  in  the  minimum  interference  in  the  normal  'conduct  of 
commercial  trade.  This  policy  statement,  drawing  upon  the  rcccowcnda t ions 
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of  the  Report  of  the  Oefense  Science  Board  Task  force  on  Export  Control 
of  US  Technology  (the  "Bucy  Report"),  provides  interim  internal  guidance 
to  the1  Defense  Department  to  maximize  the  ab^vc  objectives  to  the  maximum 
practical  extent. 

3.  Oefini tions . 

The  term  "cr i t ical  technology"  as  used  herein  refers  to  the  class¬ 
ified  and  unclassified  nuclear  and  non-nuclear  unpublished  technical  data, 
whose  acquisition  by  a  potential  adversary  could  make  a  significant  con¬ 
tribution,  which  would  prove  detrimental  to  the  national  security  of  the 
United  States,  to  the  military  potential  of  such  country  --  irrespective 
of-whether  such  technology  is  acquired  directly  from  the  United  States  or 
indirectly  through  another  recipient,  or  whether  the  declared  intended 
end-use  by  the  recipient  is  a  military  or  non-military  use. 

"Technical  data"  means  information  of  any  kind  that  can  be  used,  or 
adapted  for  use,  in  the  design,  production,  manufacture,  utilization, 
testing,  maintenance  or  reconstruction  of  articles  or  materials.  The 
data  may  take  a  tangible  form,  such  as  a  model,  prototype,  blueprint,  or 
an  operating  manual,  cr  they  rake  take  an  intangible  form  such  as  tech¬ 
nical  service. 

Control  of  such  critical  technology  also  requires  the  control  of  cer¬ 
tain  associated  critical  end  products  defined  as  "keystone"  that  can 
contribute  significantly  in  and  of  themsel ves  ' to  the  transfer  of  critical 
technology  because  they  1)  cm!  cdy  extractable  critical  technology  and/or 
2)  are  equipment  that  completes  a  process  line  and  allows  it  to  be  fully 
utilized. 

A.  Defense  Department  Policy  in  Extort  Control  of  US  Technology 

In  assessing  and  making  recommendations  upon  those  export  applications 
referred  to  i  t  by  the  State  and  Commerce  Departments,  Defense  will  place 
primary  emphasis  on  controlling  exports  to  any  country  of  arrays  of  design 
and  manufacturing  know-how,  of  keystone  manufacturing,  inspection  arid  test 
equipment;  and  of  sophisticated  operation,  application  or  maintenance  know¬ 
how. 


l.n  order  to  protect  key  strategic  US  lead  times,  export  control  of  defense 
related  critical  ’technology  to  all  foreign  countries  is  required.  To  this 
end,  Defense  will: 

1)  request  the  Department  of  Commerce  to  alter  existing  reg¬ 
ulations  so  as  to  require  a  validated  license  for  proposed 
exports  of  critical  technology  to  all  destinations; 

2)  recommend  to,  and  support  the  negotiation  by,  the  Department 
of  Statc'wit’.  COCOM  countries,  and  such  other  nations  as  may 
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be  appropriate,  of  new  measurer,  to  control  or  restrict  the 
flow  of  critical  technology  to  Communist  countries,  os  well 
as  recommendations  os  to  the  revision  of  the  list  of  embargoed 
products. 

3)  recommend  to  the  Secretary  of  Commerce  that  procedure'  be 

streamlined  in  such  a  way  as  to  minimize  delays  in  forwarding 
and  processing  export  applications  by  a)  speeding  referral  by 
Commerce  of  export  applications  for  review  and  b)  making  use  of 
new  and/or  improved  technical  guidelines  to  be  supplied  by  OoO , 
which  will  allow  maximum  emphasis  to  be  placed  upon  applications 
for  the  export  of  critical  technologies  and  associated  end 
products,  thereby  also  allowing  more  rapid  processing  of  ap¬ 
plications  for  other,  non-critical  end  products. 

Defense  will  support  the  transfer  of  critical  technology  to  countries 
with  which  the  US  has  a  major  security  interest  where  such  transfers  can 
l)  strengthen  collective  security,  2)  contribute  to  the  goals  of  'weapons 
standardization  and  interoperability,  and  3)  maximize  the  effective  return 
on  the  collective  NATO  Alliance  or  other  Allied  investment  in  R&D. 

VO  v  '  v  s ..  - 

In  assessing  the  advisability  of  the  transfer  of  critical  technology 
to  either  COCCM  or  other  ncn-Ccmmunist  countries,  Defense  will  carefully 
assess  the  proposed  recipient’s  intent  and  ability  to  present  either  the 
compromise  or  the  unauthorized  re-export  of  that  technology.  V/hcre 
classified  information  is  involved,  security  classification  guidance  •.ill 
be  provided  to  the  recipient,  and  where  feasible,  security  surveys  will 
'be  accomplished  in  addition  to  the  completion  of  appropriate  military  and 
industrial  security  arrangements. 

'•The  Department  of  Defense  will  look  to  the  State  and  Commerce  Depart¬ 
ments  and  the  intelligence  and  -security  communities  to  identify  those 
instances  in  which  the  initial  recipient  makes  unauthorized  further  transfers, 
or  allows  compromise,  of  critical  technology.  The  Department  will  incorporate 
the  results  of  such  observations  in  its  assessments  of  subsequent  applica¬ 
tions  for  commercial  export,  Foreign  Military  Sales  (FHS) ,  Data  Exchange 
Agreements  (DEA)  ,  Information  Exchange  Programs  (IF.P),  and  ocher  transfers 
to  such  recipients.  Violations  of  US  third-country  transfer  prohibitions 
or  instances  of  compromise  will  normally  be  considered  grounds  for  employment 
of  sanctions  involving  critical  technologies.  Coordination  within  Do~  will 
be  strengthened  to  meet  the  requirements  of  military  and  industrial  security. 

•  Defense  will  normally  recommend  approval  of  sales  of  end  products  to 
potential  adversaries  in  those  instances  where  1)  the  product's  technology 
content  is  either  difficult,  impractical,  or  economically  infeasible  to 
extract,  2)  the  end  product  in  question  will  not  of  itself  s igni f i can 1 1  / 
enhance  the  recipient's  military  or  v.-armaking  capability,  either  by  virtue 
of  its  technology  content  or  because  of  the  quantity. to  be  sold,  and  \)  the 
product  cannot  be  so  analyzed  as  to  reveal  US  system  character  i  s  r.  i  c.s  and 
thereby  contribute  to  the  development  of  countermeasures  to  equivalent  US 
equipment. 
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There  shall  he  a  presumption  for  recommending  disapproval  of  any 
transaction  involving  a  revolutionary  advance  in  defense-related  technology 
to  the  proposed  recipient  country  (if  the  resultant  military  capability 
threatens  US  interests).  Defense  will  assess  a  proposed  export  of  technolo¬ 
gy  not  on  the  basis  of  whether  the  item  is  obsolete  by. US  standards,  but  on 
whether  the  proposed  export  would  significantly  advance  the  receiving  coun¬ 
try’s  potential  and  prove,  detrimental  to  the  national  security  of  the 
United  Slates. 

End-use  statements  and  safeguards  arc  not  to  be  considered  a  factor 
in  approving  exports  to  potential  adversaries  of  critical  technologies 
and  products  except  as  may  be  otherwise  provided  in  Presidential  direc¬ 
tives.  Departure  from  this  procedure  will  occur  only  with  specific  ap¬ 
proval  of  the  Secretary  of  Defense,  or  his  ’designee.' 

Defense  reccesuenda t ions  to  approve  the  export  of  end  products  to 
potential  adversaries  are  to  be  made  primarily  on  the  basis  of  an  assess¬ 
ment  that  the  products'  inherent  performance  capabilities,  or  the  quantity 
soid,  d°  not  constitute  a  significant,  addition  to  the  recipients’  military 
capability  which  would  prove  detrimental  to  the  national  security  of  the 
United  States. 

This  policy  shall  be  applied  without  regard  to  whether  the  exporter 
is  a  government  department  or  agency,  a  commercial  enterprise,  an  academic 
or  ton-profit  institution,  an  individual  entrepreneur ,  or  in  the  case  of 
re-export  requests,  a  foreign  government  or  an  international  organization; 
and  without  regard  to  the  transfer  mechanism  involved,  c.g.,  turnkey  faa- 
’  tories,  licenses,  joint  ventures,  training,  consulting,  engineering  docu¬ 
ments  and  technical  data. 

* 

Explicit  account  shall  be  taken  of  the  relative  efficiency  of  the 
various  mechanisms  of  technology  .transfer  (e.g.,  foreign  liaison  activ¬ 
ities,  scientific  and  technical  exchanges,  commercial  visits,  trade  fairs, 
training  programs,  sales  proposals  and  consulting  agreements,  as  well  as 
in  specific  technology  expert  cases).  V/hcn  the  potential  for  inadvertent 
transfer  of  critical  technology  is  considered  to  be  high,  Defense  shall 
formulate  ar.J  recommend  to  the  responsible  agencies  restrictions  on  the 
amount,  extent  or  kind  of  i nterpersona 1  exchange  in  a  given  transaction. 
Visitor  ccn.ro!  mechanisms  within  the  Department  of  Defense  will  be  improved , 

The  Department  of  Defense,  in  coordination  with  otner  Departments  and 
Agencies,  sha  1  i  identify  and  maintain  a  continuously  updated  list  of  spe¬ 
cific  cri.ica!  technologies  and/or  end  products  whose  export  should  be 
restricted  .'or  reasons  of  notional  security.  This  list  and  its  updates 
will  re  communicated  to  Departments  respons ible  for  administering  US  ex¬ 
port  controls.  It  is  recognized  that  these  list  items  wi i 1  be  time-depen¬ 
dent.  Appropriate  items  will  be  added  and/or  deleted  from  the  list  as 
time  goes  by.  : 

In  coordination  with  and  assisted  by  the  intelligence:  community, 

Defense  will  undertake  to  improve  the  i n  format  ion  and  data  base  pertaining 
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.  to  technology  transfer  by  studying  In  greater  depth  and  on  a  continuous 
basis  selected  aspects  of  US  technology  transfers  over  time  in  order  to 
ascertain  their  impact  on  the  military  capabilities  of  potential  adversarie 
and  on  criticol  US  lead-times. 


In  the  interagency  arena.  Defense,  will  propose  and  support  means  by 
which  national  security  considerations  can  be  taken  fully  into  account 
from  the  beginning  stages  of  any  international  projects  having  the  • 
potential  of  promoting  the  transfer  of  critical  technologies. 


The  Deportment  of  Defense  will  propose  and  support  means  of  improving 
interagency  communication  and  coordination  on  matters  of  export  controls 
and  technology  transfers  in  order  to  help  achieve  adequate  and  appropriate 
Interagency  coordination  in  the— e  areas. 


.  /oH. 
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b.  Executive  Order  12002,  July  7,  1977,  42  F.R.  35623 

Administration  ok  the  Extort  Administration  Act  ok  1901).  as 

Amended  1 

By  virtue  of  the  authority  vested  in  me  by  the  Constitution  and 
statutes  of  the  United  States  of  America,  including  the  Export  Ad¬ 
ministration  Act  of  19G9,  as  amended  (f>0  U.S.C.  App.  2401,  et  seq.), 
and  as  President  of  the  United  States  of  America,  it  is  hereby  ordered 
as  follows: 

Section  1.  Except  as  provided  in  Section  2.  the  power,  authority, 
and  discretion  conferred  upon  the  President  by  the  provisions  of  the 
Export  Administration  Act  of  1909,  as  amended  (50  U.S.C.  App. 
2401,  et  seq.),  hereinafter  referred  to  as  the  Act,  are  delegated  to  the 
•  Secretary  of  Commerce,  with  the  power  of  successive  redelegation. 

Sec.  2.  (a)  The  power,  authority  and  discretion  conferred  upon  the 
President  in  Sections  4(h)  and  4(1)  of  the  Act  are  retained  by  the 
President. 

(b)  The  power,  authority  and  discretion  conferred  upon  the  Presi¬ 
dent  in  Section  3(8)  of  the  Act,  which  directs  that  every  reasonable 
effort  be  made  to  secure  the  removal  or  reduction  of  assistance  by  for¬ 
eign  countries  to  international  terrorists  through  cooperation  and 
agreement,  are  delegated  to  the  Secretary  of  State,  with  the  power 
of  successive  redelegation. 

Sec.  3.  The  Export  Administration  Review  Board,  hereinafter  re¬ 
ferred  to  as  the  Board,  which  was  established  by  Executive  Order 
No.  11533  of  June  4, 1970,  as  amended,  is  hereby  continued.  The  Board 
shall  continue  to  have  as  members  the  Secretary  of  Commerce,  who 
shall  be  Chairman  of  the  Board,  the  Secretary  of  State,  the  Secretary 
of  Defense,  and  the  Chairman  of  the  East-West  Foreign  Trade  Board 
(Section  7  of  Executive  Order  No.  11846,  as  amended).  No  alternative 
Board  members  shall  be  designated,  but  the  acting  head  of  any  depart¬ 
ment  may  serve  in  lieu  of  the  head  of  the  concerned  department.  In 
the  case  of  the  East-West  Foreign  Trade  Board,  the  Deputy  Chairman 
or  the  Executive  Secretary  may  serve  in  lieu  of  the  Chairman.  The 
Board  may  invite  the  heads  of  other  United  States  Government  de¬ 
partments  or  agencies,  other  than  the  agencies  represented  by  Board 
members,  to  participate  in  the  activities  of  the  Board  when  matters 
of  interest  to  such  departments  or  agencies  are  under  consideration. 

Sec.  4.  The  Secretary  of  Commerce  may  from  time  to  time  refer  to 
the  Board  such  particular  export  license  matters,  involving  questions 
of  national  security  or  other  major  policy  issues,  as  the  Secretary  shall 
select.  The  Secretary  of  Commerce  shall  also  refer  to  the  Board  -any 
other  such  export  license  matter,  upon  the  request  of  any  other  member 
of  the  Board  or  of  the  head  of  any  other  United  States  Government 
department  or  agency  having  any  interest  in  such  matter.  The  Board 
shall  consider  the  matters  so  referred  to  it,  giving  due  consideration  to 
the  foreign  policy  of  tha  United  States,  the  national  security,  and  the 


1  While  the  Export  Administration  Act  of  1110s*  expired  on  September  SO.  10711.  It  \vm* 
r»*ptnced  by  the  Export  Administration  Act  of  10* 0.  Section  *J1  of  the  11170  Act  provided 
flint  nil  order*  (which  would  Include  this  cxecuthe  order)  Issued  under  the  10110  Act  mid 
which  were  lu  force  on  the  effective  date  of  the  1070  Act.  would  continue  In  effect  until 
modified,  superseded,  set  aside,  or  revoked. 
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domestic  economy,  and  shall  make  recommendation  thereon  to  the 
Secretary  of  Commerce. 

Sec.  5.  The  President  may  at  any  time  (a)  prescribe  rules  and 
regulations  applicable  to  the  power,  authority,  and  discretion  referred 
to  in  this  Order,  and  (b)  communicate  to  the  Secretary  of  Commerce 
such  specific  directives  applicable  thereto  as  the  President  shall  deter¬ 
mine.  The.  Secretary  of  Commerce  shall  from  time  to  time  report  to 
the  President  upon  the  administration  of  the  Act  and,  as  the  Secretary 
deems  necessary,  may  refer  to  the  President  recommendations  made  by 
the  Board  under  Section  4  of  this  Ord^r.  Neither  the  provisions  of  this 
section  nor  those  of  Section  4  shall  be  construed  as  limiting  the  pro¬ 
visions  of  Section  1  of  this  Order. 

Sec.  6.  All  delegations,  rules,  regulations,  orders,  licenses,  and  other 
forms  of  administrative  action  made,  issued,  or  otherwise  taken  under, 
or  continued  in  existence  by,  the  Executive  orders  revoked  in  Section  7 
of  this  Order,  and  not  revoked  administratively  or  legislatively,  shall 
remain  in  full  force,  and  effect  under  this  Order  until  amended,  modi¬ 
fied,  or  terminated  by  proper  authority.  The  revocations  in  Section  7 
of  this  Order  shall  not  affect  an}-  violation  of  any  rules,  regulations, 
orders,  licenses  or  other  forms  of  administrative  action  under  those 
Orders  during  the  period  those  Orders  were  in  effect. 

Sec.  7.  Executive  Order  No.  11533  of  June  4, 1970,  Executive  Order 
No.  11683  of  August  29, 1972,  Executive  Order  No.  1179S  of  August  14, 
1974,  Executive  Order  No.  11S1S  of  November  5.  1974.  Executive 
Order  No.  11907  of  March  1,  1976,  and  Executive  Order  No.  11940  of 
September  30, 1976  are  hereby  revoked. 
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Arms  Export  Control  Act  of  1976,  As  Amended 
vKey  Sections) 


Section  1.  "It  is  the  sense  of  Congress  that  all  such  sales 
be  approved  only  when  they  are  consistent  with  the  foreign 
policy  interests  of  the  United  States,  the  purposes  of  the 
foreign  assistance  program  of  the  United  States  as  embodied 
in  the  Foreign  Assistance  Act  of  1961,  as  amended,  the  extent 
and  character  of  the  military  requirements,  and  the  economic 
and  financial  capability  of  the  recipient  country,  with 
particular  regard  being  given,  where  appropriate,  to  proper 
balance  among  such  sales,  grant  military  assistance,  and 
economic  assistance  as  well  as  to  the  impact  of  the  sales 
on  programs  of  social  and  economic  development  and  on  existing 
or  incipient  arms  races." 

(Arms  sales  should  be  consistent  with  foreign  policy 
interests  and  take  into  account  the  financial  and 
economic  capability  of  the  receiving  country  as  well 
as  the  impacts  on  arms  races.) 


Section  3.  "Eligibility  -  (a)  No  defense  article  or  defense 
service  shall  be  sold  by  the  United  States  Government  under  this. 
Act  to  any  country  or  international  organization* unless  - 

(1)  The  President  finds  that  the  furnishing  of  defense 
services  to  such  country  or  international  organization  will 
strengthen  the  security  of  the  United  States  and  promote 
world  peace; 

(2)  the  country  or  international  organization  shall  have 
agreed  not  to  transfer  title  to,  or  possession  of,  any  defense 
article  or  related  training  or  other  defense  service  so  furnished 
to  it  to  anyone  not  an  officer,  employee,  or  agent  of  that 
country  or  international  organization  and  not  to  use  or  permit 
the  use  of  such  article  or  related  training  or  other  defense 
service  for  purposes  other  than  those  for  which  furnished  unless 
the  consent  of  the  President  has  first  been  obtained; 
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(3)  the  country  or  international  organization  shall  have 
agreed  that  it  will  maintain  the  security  of  such  article 
and  will  provide  substantially  the  same  degree  of  security 
protection  afforded  to  such  article  by  the  United  States 
Government;  and 

(4)  the  country  or  international  organization  is  otherwise 
eligible  to  purchase  defense  articles  or  defense  services." 


(For  sales  under  this  Act  the  President  must  make  a  positive 
finding  that  the  cacurity  of  the  United  States  will  be 
strengthened.  In  addition  the  receiving  country  must  agree 
(1)  to  maintain  the  security  of  the  articles  of  sale  and  (2) 
not  to  retransfer  the  articles  without  U.S.  Presidential 
approval . ) 


Section  4.  "Purposes  for  Which  Military  Sales  by  the  United 
States  Are  Authorized  -  Defense  articles  and  defense  services 
shall  be  sold  by  the  United  States  Government  under  this  Act 
to  friendly  countries  solely  for  internal  security,  for 
legitimate  self-defense,  to  permit  the  recipient  country  to 
participate  in  regional  or  collective  arrangements  or  measures 
consistent  with  the  Charter  of  the  United  Nations,  or  otherwise 
to  permit  the  recipient  country  to  participate  in  collective 
measures  requested  by  the  United  Nations  for  the  purpose  of 
maintaining  or  restoring  international  peace  and  security,  or 
for  the  purpose  of  enabling  foreign  military  forces’  in  less 
developed  friendly  countries  to  construct  public  works  and  to 
engage  in  other  activities  helpful  to  the  economic  and  social 
development  of  such  friendly  countries." 


Section  36(b)(1).  "In  the  case  of  any  letter  of  offer  to  sell  any 
defense  articles  or  services  under  this  Act  for  $25,0C0,000  or 
more,  or  any  major  defense  equipment  for  $7,000,000  or  more,  before 
such  letter  of  offer  is  issued,  the  President  shall  submit  to  the 
Speaker  of  the  House  of  Representatives  and  to  the  Chairman  on 
Foreign  Relations  of  the  Senate  a  numbered  certification  with 
respect  to  such  offer  to  sell  .  .  .  In  addition,  the  President 
shall,  upon  the  request  of  such  committee  or  the  Committee  on 
International  Relations  of  the  House  of  Representatives,  transmit 
promptly  to  both  such  comnittees  a  statement  setting  forth,  to 
the  extent  specified  in  such  request  - 

(D)  an  analysis  of  the  arms  control  impact  pertinent 
to  such  offer  to  sell,  prepared  in  consultation  with 
the  Secretary  of  Defense; 

(F)  in  analysis  by  the  President  of  the  impact  of  the 
proposed  sale  on  the  military  stocks  and  the  military 
preparedness  of  the  United  States; 


(K)  an  analysis  of  the  extent  to  which  comparable  kinds  and 
amounts  of  defense  articles  or  services  are  available  from 
other  countries;" 


Section  36(c).  "In  the  case  of  an  application  by  a  person  (other 
than  with  regard  to  a  sale  under  section  21  or  section  22  of  this 
Act)  for  a  license  for  the  export  of  any  major  defense  equipment  sold 
under  a  contract  in  the  amount  of  $7,000,000  or  more  or  of  defense 
articles  or  defense  services  sold  under  a  contract  in  the  amount 
of  $25,000,000  or  more,  not  less  than  30  days  before  issuing  such 
license  the  President  shall  transmit  to  the  Speaker  of  the  House  of 
Representatives  and  to  the  chairman  of  the  Committee  on  Foreign 
Relations  of  the  Senate  an  unclassified  numbered  certification 
with  respect  to  such  application  specifying  ( 1)  the  foreign  country 
or  international  organization  to  which  such  export  will  be  made,  (2) 
the  dollar  amount  of  the  items  to  be  exported,  and  (3)  a  description 
of  the  items  to  be  exported.  In  addition,  the  President  shall,  upon 
the  request  of  such  committee  or  the  Committee  on  International  Relations 
of  the  House  of  Representatives,  transmit  promptly  to  both  such 
committees  a  statement  setting  forth,  to  the  extent  specified  in  such 
request  a  description  of  the  capabilities  of  the  items  to  be  exported, 
an  estimate  of  the  total  number  of  United  States  personnel  expected 
to  be  needed  in  the  foreign  country  concerned  in  connection  with  the 
items  to  be  exported  and  an  analysis  of  the  arms  control  impact 
pertinent  to  such  application,  prepared  in  consultation  with  the 
Secretary  of  Defense.  A  certification  transmitted  pursuant  to  this 
subsection  shall  be  unclassified,  except  that  the  information 
specified  in  paragraph  (3)  may  be  classified  if  the  public  disclosure 
thereof  would  be  clearly  detrimental  to  the  security  of  the  United 
States." 

Section  36(d)  "In  the  case  of  an  approval  under  section  38  of  this 
Act  of  a  United  States  commercial  technical  assistance  or  manu¬ 
facturing  licensing  agreement  for  or  in  a  country  not  e,  member  of 
the  North  Atlantic  Treaty  Organization  which  involves  the  manu¬ 
facture  abroad  of  any  item  of  significant  combat  equipment  on  the 
United  States  Munitions  List,  before  such  approval  is  given,  the 
President  shall  submit  a  certification  with  respect  to  such  proposed 
commercial  agreement  in  a  manner  similar  to  tne  certification 
required  under  subsection  (c)  containing  comparable  information, 
except  that  the  last  sentence  of  such  subsection  shall  not  apply  to 
certifications  submitted  pursuant  to  this  subsection^1' 

(The  above  portions  of  section  36  indicate  what  the  Executive 
Branch  must  be  prepared  to  submit  to  the  Congress  with  regard 
to  arms  control  impacts,  effects  on  U.$.  military  preparedness, 
the  availability  of  comparable  equipment  from  other  countries,  and 
the  number  of  U.S.  personnel  needed  in  the  foreign  country  in, the 
event  of  a  proposed  major  sale  of  defense  articles,  services, 
equipment,  technical  assistance,  or  manufacturing  licensing  agreement.) 


Section  38.  "Control  of  Arms  Exports  and  Imports.  -  (a)(1)  In 
furtherance  of  world  peace  and  the  security  and  foreign  policy 
of  the  United  States,  the  President  is  authorized  to  control  the 
import  and  the  export  of  defense  articles  and  defense  services  and 
to  provide  foreign  policy  guidance  to  persons  of  the  United  States 
involved  in  the  export  and  import  of  such  articles  and  services. 

The  President  is  authorized  to  designate  those  items  which  shall  be 
considered  as  defense  articles  and  defense  services  for  the  purposes 
of  this  section  and  to  promulgate  regulations  for  the  import  and  export 
of  such  articles  and  services.  The  items  so  designated  shall  constitute 
the  United  States  Munitions  List." 


(Section  38  was  added  by  Section  212(a)(1)  of  the  International 
Security  Assistance  and  Arms  Export  Control  Act  of  1976  and  Section 
414  of  the  Mutual  Security  Act  of  1954  was  repealed  by  the  same  act.) 

Section  42.  "General  Provisions  -  (a)  In  carrying  out  this  Act, 
special  emphasis  shall  be  placed  on  procurement  in  the  United  States, 
but,  subject  to  the  provisions  of  subsection  (b)  of  this  section,  con¬ 
sideration  shall  also  be  given  to  coproduction  or  licensed  production 
outside  the  United  States  of  defense  articles  of  United  States  origin 
when  such  production  best  serves  the  foreign  policy,  national  security, 
and  economy  of  the  United  States.  In  evaluating  any  sale  proposed  to 
be  made  pursuant  to  this  Act,  there  shall  be  taken  into  consideration 
(1)  the  extent  to  which  the  proposed  sale  damages  or  infringes  upon 
licensing  arrangements  whereby  United  States  entities  have  granted 
licenses  for  the  manufacture  of  the  defense  articles  selected  by  the 
purchasing  country  to  entities  located  in  friendly  foreign  countries, 
which  licenses  result  in  financial  returns  to  the  United  States,  (2) 
the  portion  of  the  defense  articles  so  manufactured  which  is  of 
United  States  origin,  and  (3)  in  coordination  with  the  Director  of  the 
United  States  Arms  Control  and  Disarmament  Agency,  the  Director's 
opinion  as  to  the  extent  to  which  such  sale  might  contribute  to  an 
arms  race,  or  increase  the  possibility  of  outbreak  or  escalation  of 
conflict,  or  prejudice  the  development  of  bilateral  or  multilateral 
arms  control  arrangements." 

(Section  42  emphasizes  that  the  act  covers  coproduction  and  licensed 
production  of  defense  articles  outside  the  United  States  as  well 
as  direct  sales.)  . 

Section  212  (b)(1)  "Section  414  of  the  Mutual  Security  Act  of  1954  is 
repealed.  Any  reference  to  such  section  shall  be  deemed  to  be  a 
reference  to  section  38  of  the  Arms  Export  Control  Act  and  any  reference 
to  licenses  issued  under  section  38  of  the  Arms  Export  Control  Act  shall 
be  deemed  to  include  a  reference  to  licenses  issued  under  section  414 
of  the  Mutual  Security  Act  of  1954.  " 
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Section  212  (b)(2)  "All  determinations,  authorizations,  regulations, 
orders,  contracts,  agreements,  and  other  actions  issued, 'undertaken, 
or  entered  into  under  section  414  of  the  Mutual  Security  Act  of  1954 
shall  continue  in  full  force  and  effect  until  modified,  revoked,  or 
superseded  by  appropriate  authority." 

(This  section  of  the  1976  act  repealed  Section  414  of  the  Mutual 
Security  Act  of  1954  but  not  past  actions  taken  under  that  section 
of  the  1954  act.) 


APPENDIX  E 


Executive  Order  No.  11958,  January  18,  1977 


Ex.  Ord:  No.  11958.  Jan.  18.  1977.  42  F.R.  4311.  pro¬ 
vided: 

By  virtue  of  the  authority  vested  in  me  by  the  Con¬ 
stitution  and  statutes  of  the  United  States  of  America, 
including  the  Arms  Export  Control  Act.  as  amended 
(22  U.S.C.  2751  et  see.),  and  Section  301  of  Title  3  of 
the  United  States  Code,  and  as  President  of  the 
United  States  of  America,  it  is  hereby  ordered  as  fol¬ 
lows: 

Section  1.  Delegation  of  Functions.  The  following 
functions  conferred  upon  the  President  by  the  Arms 
Export  Control  Act  (22  U.S.C.  2751  ct  seq.),  herein¬ 
after  referred  to  as  the  Act.  are  delegated  as  follows: 

(a)  Those  under  Section  3  of  the  Act  (section  2753  of 
this  title],  with  the  exception  of  subsections  (a)(1).  <b). 
(c)(3)  and  (c)(4).  to  the  Secretary  of  State'  Provided. 
That  the  Secretary  of  State,  in  the  implementation  of 
the  functions  delegated  to  him  under  Sections  3(a) 
and  (d)  of  the  Act.  is  authorized  to  find,  in  the  case  of 
a  proposed  transfer  of  a  defense  articles  or  related 
training  or  other  defense  service  by  a  foreign  country 
or  international  organization  not  otherwise  eligible 
under  Section  3(a)(1)  of  the  Act.  whether  the  pro¬ 
posed  transfer  will  strengthen  the  security  of  the 
United  States  and  promote  world  peace. 

(b)  Those  under  Section  5  (section  2755  of  this  title] 
to  the  Secretary  of  State. 

<c)  Those  under  Section  21  of  the  Act  (section  2761 
of  this  title],  with  the  exception  of  the  last  sentence 
of  subsection  (d)  and  all  of  subsection  (h).  to  the  Sec¬ 
retary  of  Defense. 

(d)  Those  under  Section  22(a)  of  the  Act  (section 
2762(a)  of  this  title]  to  the  Secretary  of  Defense. 

(c)  Those  under  Section  23  of  the  Act  (section  2763 
of  this  title],  with  the  exception  of  the  functions  of 
certifying  a  rate  of  interest  to  the  Congress  as  pro¬ 
vided  by  paragraph  (2)  of  that  Section,  to  the  Secre¬ 
tary  of  Defense. 

(f)  Those  under  Section  24  of  the  Act  (section  2764 
of  this  title]  to  the  Secretary  of  Defense. 

(g)  Those  under  Section  25  of  the  Act  (section  2765 
of  this  title]  to  the  Secretary  of  State.  The  Secretary 
of  Defense  and  the  Director  of  the  Arms  Control  and 
Disarmament  Agency,  within  their  respective  areas  of 
responsibility,  shall  assist  the  Secretary  of  State  in 
the  preparation  of  materials  for  presentation  to  the 
Congress  under  that  Section. 

(h)  Those  under  Section  34  of  the  Act  (section  2774 
of  this  title]  to  the  Secretary  of  State.  To  the  extent 
the  standards  and  criteria  for  credit  and  guaranty 
transactions  are  based  upon  national  security  and  fi¬ 
nancial  policies,  the  Secretary  of  State  si  '.11  obtain 
the  prior  concurrence  of  the  Secretary  of  Defense  and 
the  Secretary  of  the  Treasury,  respectively. 

(i)  Those  under  Section  35(a)  of  the  Act  [section 
2775(a)  of  this  title]  to  the  Secretary  of  State. 

(j)  Those  under  Sections  36(a)  and  36(b)(1)  of  the 
Act  (section  2776(a)  and  (b)(1)  of  this  title),  except 
with  respect  to  the  certification  of  an  emergency  as 
provided  by  subsection  (b)(1).  to  the  Secretary  of  De¬ 
fense.  The  Secretary  of  Defense.  In  the  implementa¬ 
tion  of  the  functions  delegated  to  him  under  Sections 
36(a)  and  (b)(1)  shall  consult  with  the  Secretary  of 
State,  who  shall,  with  respect  to  matters  related  to 
subparagraphs  (D)  and  (I)  of  Section  36(b)(1),  consult 
with  the  Director  of  the  Arms  Control  and  Disarma¬ 
ment  Agency.  With  respect  to  those  functions  under 
Sections  30(a)(5)  and  (6).  the  Secretary  of  Defense 
shall  consult  with  the  Director  of  the  Office  of  Man¬ 
agement  and  Budget. 

(k)  Those  under  Sections  36(c)  and  <d)  of  the  Act 
(section  2776(c)  and  (d)  of  this  titlej  to  the  Secretary 
of  State. 


(f)  Those  under  Section  38  of  the  Act  tseetion  2778 
of  this  title): 

(1)  to  the  Secretary  of  State,  except  as  otherwise 
provided  in  this  subsection.  Designations,  including 
changes  m  designations,  by  the  Secretary  of  Slate  of 
items  or  categories  of  items  which  shall  be  considcied 
as  defense  articles  and  defense  services  subject  to 
export  control  under  Section  38  shall  have  the  concur¬ 
rence  of  the  Secretary  of  Defense: 

(2)  to  the  Secretary  of  the  Treasury,  to  the  extent 
they  relate  to  the  control  of  the  import  of  defense  ar¬ 
ticles  and  defense  services.  In  carrying  out  such  func¬ 
tions.  the  Secretary  of  the  Treasury  shall  be  guided  by 
the  views  of  the  Secretary  of  State  on  matters  affect¬ 
ing  world  peace,  and  the  external  security  and  foreign 
policy  of  the  United  States.  Designations  including 
changes  In  designations,  by  the  Secretary  of  the  Trea¬ 
sury  of  items  or  categories  of  items  which  shall  be  con¬ 
sidered  as  defense  articles  and  defense  services  subject 
to  import  control  under  Section  38  of  the  Act  (section 
2778  of  this  title]  shall  have  the  concurrence  of  the 
Secretary  of  State  and  the  Secretary  of  Defense: 

(3)  to  the  Secretary  of  Commerce,  to  carry  out  on 
behalf  of  the  Secretary  of  State,  to  the  extent  such 
functions  involve  Section  38(e)  of  the  Act  (section 
2778(e)  of  this  title]  and  are  agreed  to  by  the  Secre¬ 
tary  of  State  and  the  Secretary  of  Commerce. 

(m)  Those  under  Section  39(b)  of  the  Act  (section 
2779(b)  of  this  title]  to  the  Secretary  of  State.  In  car¬ 
rying  out  such  functions,  the  Secretary  of  State  shall 
consult  with  the  Secretary  of  Defense  as  may  be  nec¬ 
essary  to  avoid  interference  in  the  application  of  De¬ 
partment  of  Defense  regulations  to  sales  made  under 
Section  22  of  the  Act  (section  2762  of  this  title]. 

(n)  Those  under  Sections  42(c)  and  (f)  of  the  Act 
[section  2791(c)  and  (f  j  of  this  title)  to  the  Secretary 
of  Defense. 

Sec.  2.  Coordination,  (a)  In  addition  to  the  specific 
provisions  of  Section  1  of  this  Order,  the  Secretary  of 
State  and  the  Secretary  of  Defense,  in  carrying  out 
the  functions  delegated  to  them  under  this  Order, 
shall  consult  with  each  other  and  with  the  heads  of 
other  departments  and  agencies,  including  the  Secre¬ 
tary  of  the  Treasury,  the  Administrator  of  the  Agency 
for  International  Development,  and  the  Director  of 
the  Arms  Control  and  Disarmament  Agency,  on  mat¬ 
ters  pertaining  to  their  responsibilities. 

(b)  In  accordance  with  Section  2(b)  of  the  Act  [sec¬ 
tion  2752(b)  of  this  title]  and  under  the  directions  of 
the  President,  the  Secretary  of  State,  taking  into  ac¬ 
count  other  United  States  activities  abroad,  shall  be 
responsible  for  the  continuous  supervision  and  general 
direction  of  sales  and  exports  under  the  Act.  including 
but  not  limited  to.  the  negotiation,  conclusion,  and 
termination  of  international,  agreements,  and  deter¬ 
mining  whether  there  shall  be  a  sale  to  a  country  and 
the  amount  thereof,  and  whether  there  shall  be  deliv¬ 
ery  or  other  performance  under  such  sale  or  export,  to 
the  end  that  sales  and  exports  are  integrated  with 
other  United  States  activities  and  the  foreign  policy  of 
the  United  States  is  best  served  thereby. 

Sec.  3.  Allocation  of  Funds.  Funds  appropriated  to 
the  President  for  carrying  out  the  Act  shall  be  deemed 
to  be  allocated  to  the  Secretary  of  Defense  without 
any  further  action  of  the  President. 

Sf.c.  4.  Revocation.  Executive  Order  No.  11501.  as 
amended.  Is  revoked:  except  that,  to  the  extent  consis¬ 
tent  with  this  Order,  all  determinations,  authoriza¬ 
tions.  regulations,  rulings,  certificates,  orders,  direc¬ 
tives.  contracts,  agreements,  and  oilier  actions  made, 
issued,  taken  or  entered  into  under  the  provisions  of 
Executive  Order  No.  11501.  as  amended,  and  not  re¬ 
voked.  superseded  or  otherwise  made  inapplicable, 
shall  continue  in  full  force  and  effect. until  amended, 
modified  or  terminated  by  appropriate  authority. 

Gerald  R.  Ford. 


APPENDIX  F 


International  Traffic  in  Arms  Regulations  (ITAR) 


The  ITAR  is  not  included  since  it  is  presently  undergoing  revision  and 


will  not  be  published  in  a  final  form  until  early  Spring,  1981. 


APPENDIX  G 


National  Policy  and  Procedures  for  the  Disclosure  of  Classified 
Military  Information  to  foreign  Nationals  and  International  Organizations 
(National  Disclosure  Policy,  NDP-1/11) 


This  document  is  classified  and  is 


thus  not  included  in- this  report. 
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APPENDIX  H 


December  11,  1962 
NUMBER  2030.  4 


ASD(ISA)' 


Department  of  Defense  Directive 

DoD  Support  for  the  Strategic  Trade  Control  Program 


Export  Control  Act  of  19^9  (63  Stat.  7)*  as  amended 
(50  U.S.C.  App.  2020-2032) 

Mutual  Defence  Assistance  Control  Act  of  1951>  as 
amended 

Executive  Order  10945,  "Administration  of  the  Export 
Control  Act  of  19^9#"  dated  May  24,  19<$1 


I.  PURPOSE 

This  Directive  sets  forth  policies  governing  participation 
"by  the  Department  of  Defense  in  the  Strategic  Trade  Control 
Program,  and  assigns  responsibility  for  coordination  of  the 
Program’s  requirements  for  DOD  technical  and  intelligence 
support.- 

II.  APPLICABILITY 

The  provisions  of  this  Directive  apply  to  all  components  of 
the  Department  of  Defense. 

HI.  BACKGROUND 

A.  Effective  trade  controls  depend  ir.  large  measure  on 

readily  available  technical  data,  intelligence,  and  other 
information  from  -which  decisions  are  made  as  to  the 
strategic  importance  of  materials  and  equipment  winch 
might  "be  exported  from  the  free  world  into  the  Sino- 
Soviet  Bloc  and  other  prohibited  destinations.  Such 
data,  for  the  most  part,  is  furnished  to  the  Government 
by  the  Military  Departments  and  other  components  of  the 
DOD,  and  by  DOD  contractors. 


B.  Unilateral  controls  maintained  by  the  United  Staten  derive 
chiefly  from  the  Export  Control  Act  of  19**9  (ref.  (a)),  admin¬ 
istered  by  the  Secretory  of  Commerce.  DOD  participation  in 
the  unilateral  U.S.  control  system  is  required  by  Executive 
Order  109**5  (ref.  (c)),  under  which  the  Export  Control  Reviev 
Board  van  established,  vith  the  Secretary  of  Defense  as  a 
member. 

C.  International  controls  derive  chiefly  from  the  Mutual  Defense 

■  Assistance  Control  Act  of  1951*  as  amended,  (ref.  (b)),  admin¬ 
istered  by  the  Secretary  of  State.  DOD  participation  in  the 
international  control  system  is  provided  for  in  Section  103(a) 
of  (ref.  (b)). 

XV.  POLICY 

A.  The  United  States  has  established  trade  controls  for  the  purpose 
of  restricting  the  movement  from  the  free  world  to  the  Sino- 
Soviet  Bloc  (or  to  any  nation  or  group  of  nations  threatening 
the  national  security  of  the  U.S.)  of  military  equipment  and 
supplies,  and  of  such  other  materials,  equipment  and  technology 
as  are  determined  to  be  strategic  by  virtue  of  their  potential 
contribution  to  the  military  or  economic  strength  of  such  coun¬ 
tries. 

B.  DOD  participation  in  the  Strategic  Trade  Control  Program  shall 
be  in  conformance  with  the  (1)  legislative  acts  and  executive 
order  cited  in  refs,  (a),  (b),  and  (c),  and  (2)  national  policy 
objectives,  and  shall  be  coordinated  so  as  to  insure  the  most 
effective  use  of  DOD  technical  advice  and  guidance,  intelligence 
and  other  data,  and  such  other  support  as  may  be  appropriate. 

C.  DOD  determinations  with  respect  to  the  military  and  strategic 
importance  of  items  coming  under  reviev  in  the  Trade  Control 
Program  shall  be  governed  ay  the  criteria  established  for  this 
purpose  in  interdepartmental  and  international  agreements. 

V.  RESPONSIBILITIES 


A.  The  Assistant  Secretary  of  Defense  (international  Security 
Affairs)  shall  be  responsible  for  implementation  of  the  poli¬ 
cies  established  in  Section  IV  hereof,  and  for  coordination 
of  DOD  support  of  the  Strategic  Trade  Control  Program. 
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B.  The  Military  Departments  and  other  Components  of  the  DOD  con¬ 
cerned  shall  establish  points  of  contact  to  facilitate  (l)  tech¬ 
nical  level  participation  vith  the  OASD(ISA),  and  U)  the  lnr- 
nishing  of  technical  data,  intelligence,  and  other  information 
required  for  arriving  at  decisions  as  to  the  strategic  impor¬ 
tance  of  materials,  and  the  effective  enforcement  of  the  program 

IMPXH-lEJTWffilOM  Aim  EFFECTIVE  DATE 

-  r- 

Two  copies  of  implementing  regulations  and/or  mrecttvcG  cho.21.  be^ 
forwarded  to  the  Assistant  Secretary  of  Defense  (ISA,-  vi-hin  ^r^y 
(30)  days.  This  Directive  is  effective  immediately. 


Deputy  Secretary  of  Defense 
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APPENDIX  I 


March  10,  1970 
NUMBER  5030.  28 

ASD(lSA) 

Department  of  Defense  Directive 


SUBJECT Munitions  Control  Procedures  for  U.S.  Munitioi-'  List  Export 
License  Applications  Referred  to  DoD  by  Department  of  State 

Refs.:  (a)  Section  klb,  Mutual  Security  Act  of  1954,  as  amended 
(Title  22,  United  States  lode.  Section  193*0 

(b)  Section  105,  Executive  Order  3.0973,  November  3,  19&1 

(3  CFR,  1961,  Supp.,  p.  131) 

(c)  International  Traffic  in  Arms  Regulations  (ITAR), 

Department  of  State,  Revised  August  1969  (22  CFR, 
Chapter  I,  Subchauter  M) 

(a)  National  Policy  and  Procedures  for  the  Disclosure  of 

Classified  Military  Information  to  Foreign  Nationals 
and  International  Organizations  (National  Disclosure 
Policy,  NDP-l),  December  17,  19^9* 

(e)  Armed  Services  Procurement  Regulation 

(f)  DoD  Directive  5030.28,  subject  as  above,  February  20, 

1964  (hereby  cancelled) 

I.  REISSUANCE  AND  PURPOSE 

Tills  Directive  updates  reference  (f)  which  is  hereby  superseded 
and  cancelled.  It  delineates  requirements  and  responsibilities 
of  the  Assistant  Secretary  of  Defense  (International  Security 
Affairs),  the  Director  of  Defense  Research  and  Engineering,  the 
Military  Departments,  the  Joint  Chiels  of  Staff,  and  other  DoD 
components  for  reviewirg  and  presenting  the  Department's  posi¬ 
tion  to  the  Department  of  State  on  munitions  export  license 
applications  referred  to  the  Department  of  Defense  under  the 
provisions  of  References  (a),  (b),  (c),  and  (d)  above. 

•II.  APPLICABILITY  '  - 

The  provisions  of  this  Directive  apply  to  all  components  of  the 
Department  of  Defense. 


HI.  SCOPE  AND  DEFINITION 


Munitions  control  procedures  concern  those  requests  from  U.f>. 
firms  or  other  entities,  for  Department  of  State  export  license 
or  approval,  referred  to  the  Department  of  Defense  us  numbered 
munitions  cases,  for  concurrence  or  recommendations.  Such 
requests  pertain  to  defense  articles  or  services  as  described 
in  the  U.S.  Munitions  List  and  enumerated  in  the  International 
Traffic  in  Arms  Regulations,  Department  of  State.  These 
articles  are  designated  as  arms,  ammunition  and  implements  of 
var,  and  may  consist  of  manufacturing  license  and  technical 
assistance  agreements,  materiel,  and/or  technical  data. 

Changes  to  the  Munitions  List  are  effected  by  the  Secretary  of 
State  with  the  concurrence  of  the  Secretary  of  Defense.  (This 
Directive  does  not  cover  materiel  or  services  provided  by  the 
UrS.  Government  as  grant  military  assistance  or  as  foreign 
military  sales.) 

IV.  POLICY  AND  RESPONSIBILITIES 

It  is  the  policy  of  the  Department  of  Defense  consistent  with 
overall  national  policy  and  the  protection  of  security  interests 
pf  the  U.S.  to  permit  the  export  to  friendly  nations  of  munitions 
■articles  and  services  and  related  technical  data  including  manu¬ 
facturing  license  and  technical  assistance  agreements. 

A.  The  Assistant  Secretary  of  Defense  (international  Security 
Affairs)  or  his  designee  for  this  purpose  will: 

1.  Develop  programs,  in  conjunction  with  the  Department 
of  State,  to  facilitate  the  processing  of  munitions 
cases  expeditiously  and  efficiently. 

2.  Administer  and  manage  the  program  within  the  DoD. 

3.  Provide  policy  guidance  to  the  Military  Departments, 
the  Office  of  the  Director  of  Defense  Research  and 
Engineering,  and  other  DoD  components,  as  required, 
concerning  the  review  of  munitions  cases  and  related 
actions. 

’■4 

4.  Establish  the  DoD  position  on  munitions  cases. 

B.  Bn  accordance  with  References  (a),  (b),  (c),  and  (d),  and 
Paragraph  IV, A.  above,  the  Military  Departments,  ODDRkE 
and  applicable  DoD  components : 
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1.  Will  designate  a  single  point  of  contact  to  commu¬ 
nicate  with  ASD(ISA)  on  munitions  caces  and  related 
actions. 

2.  Will  provide  ASD(ISA)  with  a  department  or  component 
recommendation  regard ing  each  munitions  cur.e  referred 
by  the  Department  of  State  for  action. 

3.  May  communicate  with  the  Office  of  Munitions  Control, 
Department  of  State,  on  administrative  matters  relating 
to  munitions  cases  under  departmental  review,  providing 
ASD(ISA)  copies  of  correspondence  as  appropriate. 

4.  May  request  the  Organization  of  the  Joint  Chiefs  of 
Staff  to  provide  recommendations  on  military  security 
matters  in  those  cases  where  definitive  policy  guidance 
has  not  been  established. 

5.  Will  complete  staffing  on  munitions  cases,  and  return 
them  to  the  ASD(lSA)  within  twenty  (20)  working  days 
from  the  date  of  receipt.  Internal  procedures  will  be 
established  to  assure  meeting  this  suspense. 

C.  The  Military  Departments,  the  JCS,  DDRSJD,  and  other  DoD 

components  concerned  will  provide  recommendations  to  the 

ASD(ISA),  taking  into  consideration  the  following  factors: 

1.  -Identification  of  materiel  or  data  and  its  end-use. 

2.  Security  policy  interests  and/or  implications,  including 
the  current  security  classification,  if  any,  of  the  item 
involved.  In  this  connection-,  export  applications  con¬ 
cerning  materiel  or  weapon  systems-  will  be  reviewed  to 
determine  whether  a  resultant  sale  of  the  item(s)  or 
systcm(s)  although  perhaps  unclassified,  would  require 
the  disclosure  of  classified  information  at  a  later 
date  for  operation,  maintenance,  or  production.  If 
disclosure  of  classified  information  will  be  required, 
the  case  will  be  considered  in  accordance  with  the 
guidance  in  HDP-1  (reference  (d)),  and  on  the  basis  of 
the  highest  classification. 

3.  Military  advantage  or  detriment  to  the  U.S.,  and  impact 
on  U.S.  Government  policy,  including  consistency  with 
military  objectives,  plans,  and  operational  requirements.. 
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4.  Copyright,  patent,  and/or  other  proprietary  rights 
involved,  and  the  U.S.  Government  interest  therein. 

5.  Impact  on  military  assistance  programs,  sules,  loans 
or  grants,  co-development,  co-production,  and  data 
exchange  agreements. 

6.  Impact  on  DoD  research  and  development,  production, 
procurement  and  supply  for  United  States  Armed  Forces, 
including  whether  use  of  United  States  Government- owned 
tooling  or  industrial  facilities  is  involved.  In  those 
cases  where  export  of  materiel  or  services  may  have  an 
adverse  effect  on  the  logistic  support  of  U.S.  forces 
or  the  U.S.  production  base,  a  statement  describing 
this  effect  will  also  be  provided.  Normally,  the 
Military  Departments  will  be  responsible  for  bringing 
such  cases  to  the  attention  of  OASD(l&L). 

7.  Significance  of  the  specific  item  proposed  for  export 
in  relation  to  the  state-of-the-art  or  advanced  tech¬ 
nology.  Relationship  of  proposed  export  to  techno¬ 
logical  developments  or  programs  in  the  country  of 
destination  and  the  latter's  capability  to  operate  and 
maintain  the  equipment  or  utilize  the  data. 

8.  Conformance  with  the  Armed  Services  Procurement  Regu¬ 
lation  (reference  (e)),  the  International  Traffic  in 
Arms  Regulations  (reference  (c)),  the  KDP-1  (reference 
(cO),  the  National  Security  Decision  Memoranda,  etc. 

All  munitions  cases  will  be  examined  carefully  against 
the  criteria  set  forth  in  NDP-1  (reference  (d))  to 
insure  that  approval  of  unclassified  munitions  cases 
will  not  inadvertently  commit  the  United  States  to  a 
future  release  of  classified  information  or  materiel. 

The  exportation  of  unclassified  information  or  materiel 
related  to  classified  items  will  be  approved  only  after 
approval  by  the  originating  department  or  agency  to 
release  such  related  classified  items  as  may  later -be 
required.  If  classified  end  items  of  equipment  or 
technical  data  are  identified  as  ultimately  being 
involved  in  an  application  originated  as  an  unclassified 
munitions  case,  the  following  will  apply: 

a.  Within  the  Limits  of  NDP-1 

(1)  The  DoD  component  reviewing  the  request  will 
bring' this  matter  to  the  attention  of  ASD(ISA). 
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(2)  The  DoD  component  concurring  in  such  request 
will  also  certify  that  the  eventual  disclosure 
of  classified  information  meets  the  criteria  of 
the  NDP-1  (reference  (d)).  (NOTE:  Concurrence 
in  such  cases  indicates  that  the  DoD  component 
has  considered  all  classified  end  items  or  data 
involved  and  is  prepared  to  approve  their  release.) 

b.  Exceed  Limits  of  NDP-1.  If  the  eventual  disclosure  of 
classified  information  exceeds  the  limits  set  forth  in 
NDP-1  (reference  (d)),  DoD  components  will  cither: 

(1)  notify  the  ASD(lSA)  specifically  where  the  policy 
has  been  exceeded  arid'  forward  an  accompanying 
statement  that  the  DoD  component  does  not  wish 

to  sponsor  the  required  exception;  or 

(2)  forward  an  interim  reply  to  the  ASD(lSA)  if 
wishing  to  sponsor  the  exception,  indicating  that 
the  DoD  component-sponsored  request  for  exception 
to  the  National  Disclosure  Policy  is  being  acted 
on  by  the  National  Disclosure  Policy  Committee 
(NDPC)  (see  reference  (d)).  Interim  disclosures  of 
related  UNCLASSIFIED  information  or  information  of 
a  lower  classification  level  will  not  be  authorized 
pending  resolution  of  the  case  by  the  NDPC. 


V. 


EFFECTIVE  DATE  AND  IMPL3-2JTATI0N 


This  Directive  is  effective  immediately.  Two  (2)  copies  of  each 
implementing  document  will  be  forwarded  to  the  Assistant  Secretary 
of  Defense  (international  Security  Affairs)  within  thirty  (30) 
days . 


Deputy  Secretary  of  Defense 


4  ~S. 

APPENDIX  J 


. . A>v 

.✓  •  •  s 


' \  --  •"  :  J  -/' 
'-to — <•-/ 


TM;  C-FUTY  i-CRcTASY  CF  D:r= NSE 
V/A'M.N5tON.  o  c  :c:ot 


19  Kay  1979 


MEMORANDUM  FOR  Under  Secretary  of:  Defense  for  Research 

and  Engineerin'; 

Assistant  Secretary  of  Defense  (International 
Security  Affairs) 

Deputy-  Assistant  Secretary  of  Defense 
(Administration) ,  OASD(C) 

SUBJECT:  Export  of  Technology  and  Technology  Products 

For  some  time  Secretary  Brown  and  I  have  been  reviewing 
Department  of  Defense  policy  responsibilities,  organisational 
structures,  and  management  arrangements  for  controlling  the 
export  of  technology  and  technology  products,  including 
COCOM,  to  foreign  nations 

Under  current  arrangements,  key  functions  and  responsi¬ 
bilities  are  fragmented  among  several  organizations  within 
the  Office  of  the  Secretary  of  Defense.  Froad  policy  and 
political  considerations  and  the  processing  of  export 
requests  are  assigned  to  several  offices  within  the 
ASD(Ir.ternational  Security  Affairs)  .  Technological 
matters  are  assigned  to-  two  separate  offices  within  the 
USD(Research  and  Engineering) . 

I  believe  it  is  essential  that  we  strengthen  both  the 
policy  and  operating  aspects  of  this  program.  Accordingly,' 

I  have  decided  that  the  following  realignment  should  occur: 

Policy  and  political  considerations  will  be 
centralized  in  one  office  within  the  ASD(International 
Security  Affairs) . 

Technological  matters  and  the  processing  and 
coordination  of  export  requests  will  be  consolidated 
within  a  new  Deputy  Under  Secretary  of  Defense  for 
Research  and  Eng Incering  (Technology  TralcV.  This  office 
will  also  serve  as  the  DoD  focal  point  on  all  aspects 
of  expert  technology;  incl tiding  ?COCO.M,  with  the  Department 
t-r  Star?  and  other  Federal  agencies. 
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The  liSn(!lf,Hj ,  in  coordination  with  ASD(ISA)  and  the  PASD(A) 
should  prepare-  an  implementation  plan  to  be.  submitted  to  me 
before  June  50.  The  plan  should  consider: 

a)  dual -uses  military  technology  and  products: 

b)  all  categories  of  munitions; 

c)  FMS  cases; 

d)  international  S$T  agreements,  national  disclosure 
policy  issues; 

e)  responsibilities  of  DoD  in  this  area  regarding 
appearances  in  Congress,  COCOM  discussions, 
interagency  and  White  House  Boards  and  Councils; 

f)  foreign  policy  issues  related  to  technology 
transfer  (e.g.,  third  country  sales): 

g)  NATO  technical  issues  (e.'g.,  RSI)  and  propose  a 
clear  and  unequivocal  assignment  of  responsibilities. 

Disagreements  should  be  recorded  and  referred  to  me  for 
resolution.  •  . 

Personnel  ceilings  and  assignments  must  be  defined,  space 
problems  resolved. 

No  increase  in  the  presently  authorized  personnel  ceilings  will 
be  acceptable. 


Charles  W.  Duncan,  Jr. 


